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Resumo

Um Processo de Gerenciamento de Riscos de Seguran�ca �e um importante elemento para

iniciativas de seguran�ca relacionadas a software. Para ser efetivo, este processo precisa

tratar de aspectos sens��veis, como a an�alise de diversos riscos e suas contra-medidas,

a constante intera�c~ao entre os pro�ssionais envolvidos, e o n��vel elevado de criticidade

das informa�c~oes envolvidas que requerem controles de acesso robustos. Nesta pesquisa,

foi desenvolvida uma solu�c~ao para gerenciamento de riscos de seguran�ca, baseada num

CMS (Content Management System) open-source. Tal ferramenta atende requisitos para

um gerenciamento de riscos seguro, cont��nuo e colaborativo, devido �a relevância de tais

aspectos para atividades de seguran�ca e �a carência de solu�c~oes maduras nestes aspectos.
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Abstract

A Security Risk Management Process is an important part for any approach to

software security. To be e�ective, this process should address some issues, like the

analysis of di�erent risks and related safeguards, continuous collaboration among involved

professionals, and a robust access control mechanism due to the sensitivity of the

involved information. In this research, it was developed a solution for security risk

management based on an open-source CMS (Content Management System). This tool

attends requirements for a secure, continuous and collaborative risk management, due to

the importance and the lack of mature solutions in those aspects.
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1 Introduction

Organizations are increasingly more dependent on software systems to achieve their

main business goals. Some systems can be interconnected with other ones providing,

for example, services to partners. It follows that an attacked system can compromise a

company's core business and put at risk all of its interconnected systems. [2]

Due to the importance of IT (Information Technology) systems to the world, this

�eld has a high development rate. It follows that new technologies are often developed,

resulting in a growing complexity of IT environments.

As shown in Figure 1.1, over the past ten years the number of incidents reported to

CERT.br [1] has grown signi�cantly.

With an increasing business reliance on software systems, a growing complexity of

IT systems, and a constantly evolving security threats, software security has become a

critical business function.

An e�ective IT security risk management process is an important component of a

successful approach to software security. The risk management-based approach to security

seeks a balance between risk avoidance, risk mitigation and risk acceptance, by prioritizing

risks based on their likelihoods and potential impacts. Risks that are both likely to occur

and expensive to recover from, are tagged as high-level risks and are candidates either
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to be mitigated or avoided. Risks that are highly unlikely or extremely cheap to recover

from, are classi�ed as low-level risks and are reasonable candidates for risk acceptance.

[4]

In spite of the importance of an IT security risk management process for organizations'

business, in practice just a few companies implement such e�ort. Among the probable

reasons are the lack of prioritization for security, and the high cost of specialized software,

people and services.

FIGURE 1.1 { Security incidents reported to CERT.br over the last ten years (based on
a chart from [1]).

1.1 Problem De�nition

An IT security risk management e�ort should be handled by organizations as a

continuous and collaborative work, with a proper access control mechanism for the

information involved.
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It must be a continuous e�ort because new vulnerabilities are often discovered,

hardware and software technologies are in constant evolution, and the business

environment is frequently changing during the SDLC (System Development Life Cycle).

It must be a collaborative work because its activities require collaboration of many

professionals, from di�erent parts of the organization, for purposes like monitoring,

analyzing, and approving technical or business issues. Nowadays, the collaboration need

is often addressed by standard meetings with related professionals.

It requires a proper access control mechanism because the information involved is

highly sensitive with details, such as critical vulnerabilities and adopted mitigation

actions, that can lead attackers to compromise the core business. The access control

mechanism must support a dynamic business environment where participants are

frequently changing positions or even going to other companies.

Additionally, due to high amount of information to handle, a specialized software can

help an IT security risk management e�ort.

This research identi�ed many tools to support an IT security risk management process

[5, 6, 7, 8], all of them are proprietary systems. Additionally, none of them has all the

following characteristics:

� Speci�c environment for a continuous IT security risk management process;

� Support for an e�ective collaborative environment for continuous group discussions

and artifacts creation, fully integrated with the IT risk management process; and

� Robust access control to protect the information in a dynamic environment, with a

high turnover of professionals.



CHAPTER 1. INTRODUCTION 20

1.2 Objectives

The goal of this research is to develop a secure tool to support an IT security risk

management process, in a continuous (ongoing work) and collaborative (professionals

freely communicating with each other) way, with a robust access control mechanism

(strictly access restrictions compatible with dynamic environments). This tool is intended

to be used by organizations to structure their own IT security data, improve business

decisions based on security information, and keep the security level always acceptable.

Such a tool would improve the way that the IT security risk management process

is conducted, because it provides a risk management environment with features to

conduct secure group communications directly linked with the security data, that are

kept structured and protected by a robust access control mechanism.

1.3 Work Organization

This work is organized as follows. In Chapter 2, the concepts behind the research are

discussed, and the state of the art established through the analysis of some related work.

Chapter 3 identi�es some requirements for a tool supporting IT security risk management,

presents the proposed solution and its conceptual model, and gives an overview of the

implementation. Chapter 4 explains the software's implementation, focusing on the

adopted software engineering decisions. Chapter 5 evaluates the developed application

through a case study. Finally, Chapter 6 presents the �nal considerations of this research,

discussing its compliance with the established objective, analyzing the contributions, and

listing recommendations for future work.
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2 Review of the Literature

This chapter introduces the concepts behind the developed research. Section 2.1

describes the basic concepts of computer security. Section 2.2 addresses the basic theory

of IT security risk management process, and Section 2.3 details the NIST approach [3] for

such a process. However, there are other IT security risk management process e�orts, and

some of them (SEI's OCTAVE Method [9] and Microsoft [10]) are overviewed in Section

2.4. CMS (Content Management System) concepts are briey discussed in Section 2.5.

Some related work is described and compared to the developed research in Section 2.6.

2.1 Basic Concepts of Computer Security

Computer Security is de�ned by Matt Bishop [11] as an aggregation of three

components:

� Con�dentiality: This is the concealment of information or resources that for

some reason cannot be accessed publicly. Access control mechanisms, such as

cryptography and passwords, support the con�dentiality component;

� Integrity: This component includes both the correctness and the trustworthiness

of data or resources. It includes data integrity and origin integrity (often called
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authorization). There are two classes of integrity mechanisms: prevention and

detection. The former strives to deny any unauthorized changes or modi�cations in

unauthorized ways. The latter seeks to detect integrity violations and may report

their causes. Examples of integrity mechanisms are digital signatures, hash values

and access control systems (login/password, for example); and

� Availability: This refers to the ability to use information or resources. Attacks

against availability, called Denial of Service (DoS), make information or resources

unavailable.

NIST [12] identi�ed eight elements of computer security:

� Computer security should support the mission of the organization;

� Computer security is an integral element of sound management;

� Computer security should be cost-e�ective;

� Computer security responsibilities and accountability should be made explicit;

� System owners have computer security responsibilities outside their own

organizations;

� Computer security requires a comprehensive and integrated approach;

� Computer security should be periodically reassessed; and

� Computer security is constrained by societal factors.

Security analysis is a process to examine a system in order to identify security aws

and propose measures to correct the identi�ed problems. Once aws have been discovered,
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a security management process is needed to handle their correction strategy and keep the

company's security level acceptable. There is a structured approach for security analysis

and management processes, discussed in details in the next section, called IT Security Risk

Management Process. However, it always has to be assumed that \computers cannot ever

be fully secured" [12].

2.2 IT Security Risk Management Process

With the notable development of technology, companies are adopting computer

systems to support and optimize their business processes. As more computer systems

are used, more potential points to fail exist. It follows that a computer security analysis

process in a company with many computer systems is not a simple task and may result in

a high number of aws. Thus the management of aws and their mitigations is a complex

task. There is a process to address this problem, focused on risks, called IT security risk

management (or computer security risk management).

The Longman dictionary [13] de�nes risk as \the possibility that something bad,

unpleasant, or dangerous may happen". NIST [12] de�nes risk management as\the process

of assessing risk, taking steps to reduce risk to an acceptable level and maintaining that

level of risk". When the risks arise from an organization's use of IT, the process is called

computer security risk management [12] (or IT security risk management).

IT security risk management is a critical process in every organization with security

concerns because it is a structured way to achieve and maintain an acceptable security

risk level. Due to its high level of importance, many organizations around the world, of

the most di�erent natures, have developed their own approaches to handle this demand.
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For example, three well known security risk management processes are SEI's OCTAVE

Method [9], NIST [3] and Microsoft [10]. In spite of the existence of many models, there

are some activities and processes that should be performed [12]. This section describes

the basic concepts and aspects that are commonly present behind computer security risk

management approaches.

A general process of managing risks has three basic activities according to NIST

[12], two primary, risk assessment and risk mitigation, and one underlying, uncertainty

analysis. These activities are described in the next three sections, respectively. Section

2.2.4 discusses the importance of applying a risk management process from the early

stages of an SDLC.

2.2.1 Risk Assessment

Risk assessment, the process of analyzing and interpreting risk, involves three basic

activities: (1) determining the assessment's scope and methodology; (2) collecting and

analyzing data; and (3) interpreting the risk analysis results. The �rst is responsible for

identifying the target system, determining the scope and boundary of the analysis, and

selecting a methodology that best �ts the requirements. The selection of those items can

improve the cost-e�ectiveness of the analysis because the study of most important and

critical systems for the company's business can be prioritized and the usefulness of the

results can be improved. [12]

The second risk assessment activity is responsible for obtaining and analyzing data. It

is possible to get more data than can be analyzed, so there is a need for a process to re�ne

the information. This process is called screening, and it should help the risk management
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process to focus on the most important and sensitive areas for the organization. [12]

The collected data should be structured against some concepts. There is confusion in

the literature related to some of these concepts in that there are authors who do not

adopt the same meanings [14]. This research adopted some de�nitions and they are used

consistently throughout this work even if the source of information uses others (in this

case, the source's de�nitions are implicitly converted to the adopted ones). The following

concepts are the ones adopted by this survey:

� Asset: Anything that has a value to the organization, whose protection is desired;

[15]

� Vulnerability: A aw or weakness that can be exercised (accidentally triggered or

intentionally exploited); [3]

� Threat: A potential violation of security, producing damage to one or more assets;

[11, 16]

� Threat-source: An entity or event with the potential to harm a system (materialize

a threat), accidentally or not, through a vulnerability. It is also known as threat

agent; [12, 3, 17]

� Risk: A function of the likelihood of a given threat-source's exercising a particular

vulnerability, and the resulting impact of the threat on the organization; [3] and

� Safeguards: Protective measures for risks prescribed to meet the security

requirements (i.e., con�dentiality, integrity, and availability). Synonymous with

security controls and countermeasures. [17, 16, 12] This research also references

safeguards as controls.
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With the structured data, some analyses are important:

� Likelihood assessment: Assessment of the estimated frequency or chance of a

threat happening. The e�ectiveness of the existent safeguards and the identi�ed

vulnerabilities should be used in the classi�cation; [12]

� Consequence assessment: Assessment of the impact of the identi�ed threats for the

organization; [12]

� Safeguard analysis: E�ectiveness examination of the existing safeguards. New

safeguards to be implemented could be identi�ed, but this is normally made later

in the risk management process; [12] and

� Risk analysis: Risk evaluation using the de�ned threat's likelihood and consequence.

This analysis' result can be quantitative (with a quantity [16]) or qualitative (on a

scale of levels [16]).

The third risk assessment activity, interpreting the risk analysis results, is responsible

for analyzing identi�ed risks to detect their importance for the organization. A correct

interpretation can be used to prioritize systems to be secured. [12]

2.2.2 Risk Mitigation

The second main activity in a risk management process, risk mitigation, \involves

the selection and implementation of security controls to reduce risk to a level acceptable

to management, within applicable constraints" [12]. There are three basic functions in

this activity: selecting safeguards, accept residual risks, and implementing controls and

monitoring e�ectiveness.
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The �rst is responsible to select cost-e�ective safeguards to address the identi�ed risks

according to the organization's interests. Some factors to be considered in this selection

are organizational policy/legislation/regulation, system performance requirements, and

life cycle costs of security measures.

The second function, accept residual risks, should decide if the security level is

acceptable given the kind and severity of remaining risks. Some risks may have to be

accepted because the safeguards can be too expensive, in either monetary or non-monetary

factors. This function is related to the accreditation; that is the formal acceptance of the

actual security level by the management to make the computer system operational or to

remain so.

Finally, the last activity deals with the implementation of the selected safeguards

in order to e�ectively reduce the risks. The risk management process, to be e�ective,

should be an ongoing process, with periodic assessment and improvement of safeguards,

and re-analysis of risks. [12] The whole risk management process should be made often,

especially when new components have been added to the organizations' technological

complex and signi�cant changes have occurred in the existent scenario.

2.2.3 Uncertainty Analysis

The last activity in a risk management process, the underlying one, is called

uncertainty analysis. According to NIST [12], a risk management process \often must

rely on speculation, best guesses, incomplete data, and many unproven assumptions".

The purpose of this activity is to document the uncertainty level of each element of the

whole analysis to provide a knowledgeable future analysis of the risk management process.
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2.2.4 Risk Management Process into a SDLC

Even though already implanted computer systems can be analyzed, security is more

e�ective when planned and managed throughout a SDLC [12]. It is known that this

practice is important and signi�cantly reduces security problems in deployed software

[2, 18]. Figure 2.1 shows that \the longer defects persist, the more expensive they are to

correct" [2].

FIGURE 2.1 { Cost of correcting defects by life-cycle phase (obtained from [2]).

A risk management process should be integrated with the SDLC in order to improve

its e�ectiveness [3, 18]. The basic idea of this integration is to analyze and address security

risks as they change over the software life cycle [18].
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2.3 NIST IT Security Risk Management Process

This section describes NIST's approach for an IT security risk management process

according to [3]. Section 2.3.1 describes the integration of this methodology into SDLC.

The NIST approach [3] encompasses three processes: risk assessment (Section 2.3.2), risk

mitigation (Section 2.3.3), and evaluation and assessment (Section 2.3.4).

2.3.1 Integration into SDLC

To be e�ective, a risk management process must be totally integrated into the SDLC.

According to NIST [3], an SDLC has �ve phases, and the same IT system may occupy

more then one at the same time: initiation, development or acquisition, implementation,

operation or maintenance, and disposal. Table 2.1 describes the SDLC phases and how

the risk management �ts into each of them. Another consideration is that the risk

management methodology is the same for every SDLC phase [3].

TABLE 2.1 { Description of SDLC phases and the related NIST risk management process
integration (obtained from [3]).

SDLC Phases Phase Characteristics
Support from Risk

Management Activities

Phase 1 - Initiation

The need for an IT system
is expressed and the purpose
and scope of the IT system
is documented.

Identi�ed risks are
used to support the
development of the system
requirements, including
security requirements,
and a security concept of
operations (strategy).

Phase 2 - Development or
Acquisition

The IT system is designed,
purchased, programmed,
developed, or otherwise
constructed.

The risks identi�ed during
this phase can be used to
support the security analyses
of the IT system that may
lead to architecture and
design trade-o�s during
system development.
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Phase 3 - Implementation
The system security features
should be con�gured,
enabled, tested, and veri�ed.

The risk management
process supports the
assessment of the system
implementation against its
requirements and within
its modeled operational
environment. Decisions
regarding risks identi�ed
must be made prior to
system operation.

Phase 4 - Operation or
Maintenance

The system performs its
functions. Typically the
system is being modi�ed on
an ongoing basis through
the addition of hardware
and software and by changes
to organizational processes,
policies, and procedures.

Risk management activities
are performed for periodic
system reauthorization (or
reaccreditation) or whenever
major changes are made
to an IT system in its
operational, production
environment (e.g., new
system interfaces).

Phase 5 - Disposal

This phase may involve the
disposition of information,
hardware, and software.
Activities may include
moving, archiving,
discarding, or destroying
information and sanitizing
the hardware and software.

Risk management activities
are performed for system
components that will be
disposed of or replaced to
ensure that the hardware
and software are properly
disposed of, that residual
data is appropriately
handled, and that system
migration is conducted in
a secure and systematic
manner.

2.3.2 Risk Assessment

This process is basically responsible for analyzing the target system in order to identify

and measure risks, and recommend safeguards. The risk assessment has nine steps, and

steps 2, 3, 4, and 6 can be conducted in parallel after the completion of step 1 [3]. Table

2.2 relates the steps with their inputs, outputs, and some collaboration needs (the need

for which was identi�ed by this research).
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TABLE 2.2 { Risk assessment activities and related inputs, outputs, and collaboration needs
(based on [3]).

Risk Assessment
Activity

Input Output
Collaboration

Needs

Step 1 { System
Characterization

� Hardware

� Software

� System
interfaces

� Data and
information

� People

� System mission

� System
boundary

� System
functions

� System and
data
criticality

� System and
data
sensitivity

� Communication
with appropriate
persons to get
information

� Validation of
gathered
information

Step 2 {
Threat-Source
Identi�cation

� History of
system attack

� Data from a
source such as
mass media

� List of
threat-sources

� Understand the
actors that
interact with the
target IT system

Step 3 {
Vulnerability
Identi�cation

� Reports from
prior risk
assessments

� Any audit
comments

� Security
requirements

� Security test
results

� List of
potential
vulnerabilities

� Obtain old audit
reports

� Discover already
undocumented
known
vulnerabilities

Step 4 { Control
Analysis

� Current
controls

� Planned
controls

� List of current
and planned
controls

� Obtain related
documentation
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Step 5 { Likelihood
Determination

� Threat-source
motivation and
capacity

� Nature of
vulnerability

� Current
controls

� Likelihood
rating

� Interact with
company's
personnel for
accuracy

Step 6 { Impact
Analysis

� Mission impact
analysis

� Asset
criticality
assessment

� Data criticality

� Data
sensitivity

� Impact rating

� Communication
with related
personnel about
attacks' impact
on the target IT
system

Step 7 { Risk
Determination

� Likelihood of
exploitation

� Magnitude of
impact

� Adequacy of
planned or
current
controls

� Risks and
associated risk
levels

� Validate
identi�ed risks

Step 8 { Control
Recommendations

� Recommended
controls

� Study
organization's
operations needs

Step 9 { Results
Documentation

� Risk
assessment
report

� Validate the
assessment
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2.3.2.1 Step 1: System Characterization

The system characterization step has to de�ne the scope and boundaries of the risk

assessment e�ort. Then, the target system has to be studied in order to get as much

information as possible to de�ne risks. The system-related information should be collected

�rst and is usually classi�ed as follows according to NIST [3]:

� Hardware;

� Software;

� System interfaces;

� Data and information;

� Persons who support and use IT system;

� System mission;

� System and data criticality; and

� System and data sensitivity.

Information related to the operational environment also has to be identi�ed, for

example [3]:

� Functional requirements;

� Users of the system;

� Security policies;

� Flow of information;
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� Environmental security such as humidity control, for example; and

� Personnel security.

In order to facilitate gathering information, some techniques can be used [3]:

� Questionnaire: A list of questions can be developed and distributed to appropriate

persons in order to get some information. The questionnaire can be used also during

on-site interviews;

� On-site interviews: The security professionals that are gathering information can

visit the target organization or department in order to interview selected personnel

to get needed information. During the visit, physical, operational and environmental

aspects can be observed also;

� Document review: Documents regarding the target system are good sources

of information about the used and planned security controls. Examples of

documentation are system documents, policies and previous audit reports; and

� Automated scanning tool: Technical methods of collecting information can be used.

For example, a network mapping tool can be used to identify services running on

hosts.

2.3.2.2 Step 2: Threat-Source Identi�cation

The goal of this step is to develop a list of potential threat-sources to the target system.

Common threat-sources according to NIST [3] are:

� Natural threat-sources: Floods, earthquakes, tornadoes, landslides, avalanches,

electrical storms, and other such events;
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� Human threat-sources: Events enabled or caused by human beings (directly related

to the target system, such as insiders, or not, such as external persons), both

intentional (e.g., network based attacks, malicious software upload, unauthorized

access to con�dential information) and unintentional (e.g., inadvertent data entry);

and

� Environmental threat-sources: Long-term power failures, pollution, chemicals, liquid

leakage.

2.3.2.3 Step 3: Vulnerability Identi�cation

The main objective of the vulnerability identi�cation step is to identify and develop a

list of the target system's vulnerabilities that could be exploited by threat-sources. The

vulnerabilities can be associated with the related threat-sources and threats to help steps

5, 6, and 7 of the risk assessment process. This association is called vulnerability/threat

pair and Table 2.3 illustrates an example.

TABLE 2.3 { NIST's vulnerability/threat pair example (based on [3]).

Vulnerability Threat-Source Threat
Terminated employees'
system identi�ers (ID)
are not removed from the
system.

Terminated employees
Dialing into the company's
network and accessing
company proprietary data.

Company �rewall allows
inbound telnet, and guest
ID is enable on XYZ server.

Unauthorized users
Using telnet to XYZ server
and browsing system �les
with the guest ID.

Application access the
internal server through a
plain connection and the
network are based on hubs.

Internal malicious users

Sni�ng the network and
getting passwords.

Man-in-the-middle attacks.
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There are three recommended methods according to [3] for identifying vulnerabilities:

� Vulnerability sources: Information-gathering techniques described in Section 2.3.2.1

can be used to help identifying vulnerabilities. Industry sources (e.g., vendor

Web pages with bugs and aws) may have useful information for preparing

interviews and developing questionnaires. Another source of information is the

internet to discover aws on known systems together with correction patches.

Documented vulnerability sources should also be considered, for example, previous

risk assessment documentation, audit reports, security advisories, and vulnerability

databases (e.g., NIST's NVD [19], and OSVDB [20]);

� System security testing: Proactive methods can be used to identify vulnerabilities,

such as automated vulnerability scanning tools, security test and evaluation

(development and execution of security tests), and penetration testing; and

� Development of security requirements checklist: Development of a security

requirements list that can be used to systematically evaluate the security of

the target system. It is important to keep the checklist updated against the

organization's environment. Examples of sources that can be used to help compiling

the list are system security plan, organization's policies, and industry practices.

2.3.2.4 Step 4: Control Analysis

This step strives to identify and analyze the security controls planned or already

implemented by the organization regarding the target system. According to NIST [3]

there are two categories of security controls:

� Preventive controls: block attempts to violate security policies. Examples are
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encryption and authentication; and

� Detective controls: detect and report attempts to violate security policies. Examples

are audit trails and intrusion detection methods.

The security requirements checklist, described in Section 2.3.2.3, can also be used to

analyze controls.

2.3.2.5 Step 5: Likelihood Determination

The goal of the likelihood determination step is to rate the probability of a

threat-source exercising a vulnerability. It means rating the likelihood of each tuple of

the vulnerability/threat pair described in the vulnerability identi�cation step (Section

2.3.2.3). According to NIST [3], there are some factors to consider:

� Threat-source motivation and capability;

� Nature of the vulnerability; and

� Existence and e�ectiveness of current controls.

The likelihood rates can be one of the three levels described by Table 2.4.

TABLE 2.4 { NIST's likelihood levels and their descriptions (obtained from [3]).

Likelihood Level Likelihood De�nition

High
The threat-source is highly motivated and su�ciently capable,
and controls to prevent the vulnerability from being exercised
are ine�ective.

Medium
The threat-source is motivated and capable, but controls are in
place that may impede successful exercise of the vulnerability.

Low
The threat-source lacks motivation or capability, or controls
are in place to prevent, or at least signi�cantly impede, the
vulnerability from being exercised.
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2.3.2.6 Step 6: Impact Analysis

This step is responsible for determining the magnitude of the adverse impact resulting

from a threat source successfully exploring a vulnerability. It means rating the impact

of each tuple of the vulnerability/threat pair (Section 2.3.2.3) considering a successful

attack. To analyze the impact, the following information has to be obtained as discussed

in Step 1 (Section 2.3.2.1):

� System mission;

� System and data criticality; and

� System and data sensitivity.

The recommended approach to determine the impact levels is to interview the

respective system and information owners. [3]

According to NIST [3], the impact can be described in terms of loss or degradation

of the three security components (con�dentiality, integrity, and availability) described in

Section 2.1. There are two types of impact assessment:

� Quantitative: Based on measurements (speci�c values) like the cost of repairing the

system; and

� Qualitative: Based on a scale of values, like High, Medium, and Low.

Due to the generic aspect of the NIST risk management process methodology, the

qualitative approach was adopted in the guide [3]. The three possible values for the

impact level are described by Table 2.5.
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TABLE 2.5 { NIST's impact levels and their descriptions (obtained from [3]).

Magnitude of
Impact

Impact De�nition

High

Exercise of the vulnerability (1) may result in the highly costly
loss of major tangible assets or resources; (2) may signi�cantly
violate, harm, or impede an organization's mission, reputation,
or interest; or (3) may result in human death or serious injury.

Medium

Exercise of the vulnerability (1) may result in the costly loss of
tangible assets or resources; (2) may violate, harm, or impede
an organization's mission, reputation, or interest; or (3) may
result in human injury.

Low
Exercise of the vulnerability (1) may result in the loss of some
tangible assets or resources or (2) may noticeably a�ect an
organization's mission, reputation, or interest.

2.3.2.7 Step 7: Risk Determination

The purpose of this step is to determine the level of risk for each vulnerability/threat

pair (Section 2.3.2.3). This level can be expressed as a function of the:

� Likelihood;

� Impact; and

� Adequacy of security controls (implemented or planned).

A risk scale and a risk-level matrix must be developed in order to measure risks. The

risk scale describes the possible risk levels, and the risk-level matrix is used to combine the

likelihood and impact values to determine the respective risk level. NIST [3] has created

both artifacts based on qualitative values (high/medium/low), as expressed by Table 2.6

and Table 2.7, respectively. Other kinds of risk-level matrix can be used by some sites,

for example a 4 x 4 or a 5 x 5 matrix. The latter can include \Very Low" and \Very High"

values for both likelihood, impact, and thus risk level; in this case the \Very High" risk

level may require actions such as shutting down the system. [3]
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TABLE 2.6 { NIST's risk scale with respective descriptions and necessary actions (based
on [3]).

Risk Level Risk Description and Necessary Actions

High

If an observation or �nding is evaluated as a high risk, there is a
strong need for corrective measures. An existing system may continue
to operate, but a corrective action plan must be put in place as soon
as possible.

Medium
If an observation is rated as medium risk, corrective actions are needed
and a plan must be developed to incorporate these actions within a
reasonable period of time.

Low
If an observation is described as low risk, it must be determined
whether corrective actions are still required or the risk can be accepted.

TABLE 2.7 { NIST's risk-level matrix (based on [3]).

Threat Likelihood
Impact

Low Medium High
High Low Medium High

Medium Low Medium Medium
Low Low Low Low

2.3.2.8 Step 8: Control Recommendations

The main objective of this step is to provide safeguards for the identi�ed risks.

Alternative solutions should also be recommended. According to NIST [3], the following

factors should be considered:

� E�ectiveness of recommended options;

� Legislation and regulation;

� Organizational policy;

� Operational impact; and

� Safety and reliability.
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2.3.2.9 Step 9: Results Documentation

The goal of this step is to o�cially document the risk assessment once it has been

done. The result report is a management artifact that should be use to make decisions

regarding the security of the target IT system. Unlike audit e�orts which seem to detect

errors, a risk assessment report should not have accusatory content, just an analytical

view to help keep an acceptable level of security. That is why the vulnerability/threat

pairs, for some people, are referenced as observations instead of �ndings. [3] Annex A has

a NIST's template [3] for the risk assessment report.

2.3.3 Risk Mitigation

This is the second process of the NIST approach for risk management, and involves

prioritizing, evaluating, and implementing the appropriate security controls recommended

by the last process, risk assessment (Section 2.3.2). As it is close to impossible to

eliminate all risks [3], it is needed to adopt a \least-cost approach and implement the

most appropriate controls to decrease mission risk to an acceptable level, with minimal

adverse impact on the organization's resources and mission" [3].

The next sections describe the risk mitigation options (Section 2.3.3.1), the risk

mitigation strategy (Section 2.3.3.2), a control implementation approach (Section 2.3.3.3),

a brief overview of control categories (Section 2.3.3.4), a cost-bene�t analysis to implement

the recommended controls (Section 2.3.3.5), and residual risk considerations (Section

2.3.3.6).
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2.3.3.1 Risk Mitigation Options

According to [3], risk mitigation is a systematic methodology to reduce mission risk

that can be achieved through any of the following options:

� Risk assumption: accept the risk or implement controls to reduce it to an acceptable

level;

� Risk avoidance: avoid the risk by eliminating its cause and/or consequence;

� Risk limitation: implement controls to minimize the related impact of the risk;

� Risk planning: a risk mitigation plan is developed to prioritize, implement and

maintain controls in order to manage the risk;

� Research and acknowledgment: acknowledge the vulnerability and research controls

to address it; and

� Risk transference: adopt options to compensate the loss, for example purchasing

insurance.

As it may be not practical to address all identi�ed risks [3], safeguards have to be

prioritized focusing on the organization's mission.

2.3.3.2 Risk Mitigation Strategy

NIST [3] developed the risk mitigation chart shown in Figure 2.2 in order to help

detect when control actions must be taken. The appropriate action points are indicated

by the word \YES".
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FIGURE 2.2 { NIST's risk mitigation chart (obtained from [3]).

Additionally, NIST [3] developed the following rules to guide mitigation actions for

risks from intentional human threat-sources:

1. When vulnerability exists: implement assurance techniques to reduce the likelihood

of a vulnerability's being exercised;

2. When a vulnerability can be exercised: apply layered protections, architectural

designs, and administrative controls to minimize the risk of or prevent this

occurrence;

3. When the attackers' cost is less than the potential gain: apply protections to

decrease an attacker's motivation by increasing the attacker's cost (e.g., use of

system controls such as limiting what a system user can access and do can

signi�cantly reduce an attacker's gain); and

4. When loss is too great: apply design principles, architectural designs, and technical
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and nontechnical protections to limit the extent of the attack, thereby reducing the

potential for loss.

The rules can also be applied for risks arising from environmental or human

unintentional threat-sources, but in this case the third rule has to be ignored, because

there is no attacker, motivation, nor gain. [3]

2.3.3.3 Approach for Control Implementation

Once control actions have to be taken, the following rule should be considered:

\Address the greater risks and strive for su�cient risk mitigation at the lowest cost,

with minimal impact on other mission capabilities" [3].

The NIST [3] risk mitigation methodology to implement security controls is described

by the following steps:

� Step 1 - Prioritize actions: The risk levels determined by the �rst risk management

methodology process, risk assessment (Section 2.3.2), should be analyzed in order

to prioritize vulnerability/threat pairs to be addressed;

� Step 2 - Evaluate recommended control options: The feasibility and e�ectiveness of

the controls recommended by the risk assessment process (Section 2.3.2) should be

evaluated to determine the most appropriate ones;

� Step 3 - Conduct cost-bene�t analysis: A cost-bene�t analysis should be conducted

against the safeguards recommended by the risk assessment process (Section 2.3.2),

as described in Section 2.3.3.5;

� Step 4 - Select controls: Based on the cost-bene�t analysis from Step 3, the
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cost-e�ective controls should be determined. It is recommended to combine

technical, operational and management controls, as described in Section 2.3.3.4,

to improve the security;

� Step 5 - Assign responsibility: The responsibility to implement the selected controls

should be assigned to professionals with appropriate skills;

� Step 6 - Develop a safeguard implementation plan: It has to be developed a

safeguard implementation plan, also known as action plan, that prioritizes control

implementation actions. Annex B has a sample summary table for the safeguard

implementation plan, according to NIST [3], with the minimum �elds and their

respective explanations; and

� Step 7 - Implement selected control(s): Some implemented controls can lower but

not eliminate the risk. These kind of risks are called residual risks and are discussed

in Section 2.3.3.6.

Table 2.8 summarizes the methodology steps, together with their inputs, outputs, and

collaboration needs. The collaboration necessity was identi�ed by this research.

TABLE 2.8 { Risk mitigation activities and related inputs, outputs and collaboration needs
(based on [3]).

Risk Mitigation
Activity

Input Output
Collaboration

Needs

Step 1 - Prioritize
Actions

� Risk levels
from the risk
assessment
report

� Actions
ranking from
High to Low

� Determination
of correct
levels
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Step 2 - Evaluate
Recommended
Control Options

� Risk
assessment
report

� List of possible
controls

� Get IT-related
environment
characteristics

Step 3 - Conduct
Cost-Bene�t
Analysis

� Cost-bene�t
analysis

� Discover
restrictions

Step 4 - Select
Controls

� Selected
controls

� Detect
implementation
restrictions

Step 5 - Assign
Responsibility

� List of
responsible
persons

� Interact with
involved
departments to
select
appropriate
persons

Step 6 - Develop
Safeguard
Implementation Plan

� Safeguard
implementation
plan

� Validation of
the plan

Step 7 - Implement
Selected Controls � Residual risk

� Monitoring
implementation

2.3.3.4 Control Categories

According to [3], to improve a computer system's security level, an organization should

consider implementing a combination of the following three classes of controls:
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1. Management controls: \The security controls (i.e., safeguards or countermeasures)

for an information system that focus on the management of risk and the management

of information system security"; [17]

2. Operational controls: \The security controls (i.e., safeguards or countermeasures)

for an information system that primarily are implemented and executed by people

(as opposed to systems)"; [17] and

3. Technical controls: \The security controls (i.e., safeguards or countermeasures)

for an information system that are primarily implemented and executed by the

information system through mechanisms contained in the hardware, software, or

�rmware components of the system". [17]

Due to ease of use, each class contains some families, and each family contains security

control types [21]. There is a list of the security controls types classi�ed according families

and classes, according to [21], summarized in Annex C.

2.3.3.5 Cost-Bene�t Analysis

A cost-bene�t analysis against the recommended controls should be conducted at Step

3 of the risk mitigation methodology (Section 2.3.3.3) in order to select the cost-e�ective

controls. The goal of this analysis, that can be quantitative or qualitative, is to

demonstrate that the costs of implementing selected safeguard justi�es the security gains

obtained. The cost-bene�t analysis encompasses the following aspects according to [3]:

� Determining the impact of implementing the new or enhanced controls;

� Determining the impact of not implementing the new or enhanced controls;
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� Estimating the costs of the implementation. These may include, but are not limited

to, the following:

{ Hardware and software purchases;

{ Reduced operational e�ectiveness if system performance or functionality is

reduced for increased security;

{ Cost of implementing additional policies and procedures;

{ Cost of hiring additional personnel to implement proposed policies, procedures,

or services;

{ Training costs; and

{ Maintenance costs.

� Assessing the implementation costs and bene�ts against system and data criticality

to determine the importance to the organization of implementing the new controls,

given their costs and relative impact.

The acceptable level of risk for the mission must be de�ned to allow the assessment of

the impact of control and the safeguard's inclusion or exclusion decision. The following

rules, obtained from [3], can be used to determine the use of new controls:

� If control would reduce risk more than needed, then see whether a less expensive

alternative exists;

� If control would cost more than the risk reduction provided, then �nd something

else;

� If control does not reduce risk su�ciently, then look for more controls or a di�erent

control; and
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� If control provides enough risk reduction and is cost-e�ective, then use it.

2.3.3.6 Residual Risk Considerations

The risk reduction can be measured in terms of likelihood and impact, the two

parameters that constitutes the risk level. According to [3], risks can be mitigated by

the following:

� Eliminating some of the system's vulnerabilities;

� Adding targeted control to reduce the capacity and motivation of a threat-source;

and

� Reducing the magnitude of the impact.

The risk that remains after the implementation of safeguards is called residual risk.

According to [3], it is di�cult to have a risk free IT system, and not all security controls

can de�nitely eliminate the related risk. The residual risks should be analyzed in order

to keep the computer system operational, or halt it. The process of formally authorizing

the system to operate is known as accreditation or authorization.

2.3.4 Evaluation and Assessment

Due to the continuous changes of computer systems and personnel in some

organizations, risks are constantly changing. Thus, risk management is an ongoing and

evolving process. The risk assessment and mitigation processes should both be executed

periodically and when needed due to some technological change, for example. [3]

The success of the risk management program, according to NIST [3], relies on:
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� Management commitment;

� Full support and participation of the IT team;

� Competence of the risk assessment team;

� Members of the user community, who must follow established procedures and

cooperate for the company's security; and

� An ongoing evaluation and assessment of the IT-related mission risks.

2.4 Other Risk Management Approaches

As stated before, there are approaches for risk management process from groups of

the most di�erent natures. In spite of their di�erence in comparison to NIST's approach,

all of them strive to detect and structure the security concepts described in Section 2.2.1.

The SEI's OCTAVE Method [9] and Microsoft risk management approach [10] are briey

described by Sections 2.4.1 and 2.4.2, respectively.

2.4.1 SEI's OCTAVE (Operationally Critical Threat, Asset, and

Vulnerability Evaluation) Method

According to [9], this methodology was developed for larger organizations (300

employees or more [22]) and encompasses three phases:

� Phase 1 - Build Asset-Based Threat Pro�les: The �rst phase is an organizational

evaluation. It determines the most important company's assets (critical assets) and

their respective current protection e�orts;
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� Phase 2 - Identify Infrastructure Vulnerabilities: During this phase, the information

infrastructure is evaluated. The analysis process strives to identify technology

vulnerabilities which have the potential to compromise critical assets; and

� Phase 3 - Develop Security Strategies and Plans: Risks are identi�ed and a

mitigation plan is developed.

Managers should de�ne steps to continuously review and improve the security e�ort.

[9] According to [9], OCTAVE Method [22] is the original version, but there are two

other approaches: OCTAVE-S [23], for smaller organizations (100 employees or less), and

OCTAVE-Allegro [24], a streamlined variant oriented by information assets.

2.4.2 Microsoft Security Risk Management Approach

According to [10], this risk management approach has four phases:

� Phase 1 - Assessing Risk: This phase is responsible for determining risks. A

qualitative approach is used to quickly triage risks. The most important risks are

submitted to a quantitative approach;

� Phase 2 - Conducting Decision Support: Safeguards are proposed and evaluated.

The best ones are presented to the organization's appropriate personnel;

� Phase 3 - Implementing Controls: During this phase the safeguards are implemented;

and

� Phase 4 - Measuring Program E�ectiveness: The implemented controls are

monitored to validate an appropriate degree of protection. Additionally, changes

in the environment are analyzed in search of risk pro�le changes.
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2.5 Content Management System (CMS)

According to [25], CMS \is a software that facilitates the creation, organization,

manipulation, and removal of information in the form of images, documents, scripts,

plain text (or anything else for that matter)".

According to [26], there are some essential and desirable features for a CMS. The

essentials are:

� Continuity: It is needed to retain information through user interactions and protect

it from hijacking. This aspect should be exported in an easy way to be used by

extensions;

� User management: It is fundamental to provide mechanisms for user controlling,

robust enough to handle many users and di�erent authentication schemes;

� Access control: It is important to limit users' privileges on the system;

� Extension management: A CMS should be easy to extend. Additionally, the

administrator should be able to select what functionalities to enable on the system;

and

� Security and error handling: A CMS has to be as secure as possible and should

provide a helpful environment for building secure extensions. An error handling

mechanism is also required.

The desirable features according to [26] are:

� E�cient and maintainable code handling: Among all code �les, it is preferable that

just the necessary ones, at some time, should be loaded. The mechanisms used need
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to handle code �les of the extensions. It is important to note that the reference [26]

is about development of CMS framework with PHP 5 [27], an interpreted language;

that is why there are references for loading code �les. So, analogies for other styles

of programming languages can be made to turn this feature relevant;

� Database interface: High level functions for database access should be available for

both the CMS core and extensions. This abstraction can enable the use of di�erent

databases through the same functions;

� Caches: Lightweight and easy to use cache mechanisms are desirable, in order to

achieve optimization goals such as speed of operation and processing load;

� Menu: Means of creating and managing menus should be provided, including a

standard interface to be used by extensions; and

� Languages: Di�erent languages support should be available. A mechanism for �xed

text translation is desirable. Additionally, other internationalization presentation

should be available, like dates, times, monetary amounts, and numbers.

2.6 State of the Art and Related Work

The related work identi�ed by this research is described by Sections 2.6.1, 2.6.2, 2.6.3,

and 2.6.4, and represent a vision of the current state of the art of approaches to supporting

the IT security risk management process. Section 2.6.5 compares the software proposed

by this research with the presented related work.
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2.6.1 GSTOOL

GSTOOL [5] is a proprietary software that supports IT security tasks that meet the

requirements of IT-Grundschutz [28], a set of security practices and artifacts, some of

which are in the BSI-Standard [29]. This tool is strongly coupled with their adopted

security methodology, and it is not user friendly; according to [30], \the software is a tool

for experienced users of the IT-Grundschutz Handbook. To be able to use it properly

you must be familiar with the procedure described in the IT-Grundschutz Catalogues".

Additionally, it requires a Microsoft Windows operating system, and does not provide a

collaborative environment for user interaction.

2.6.2 GRC (Governance, Risk Management and Compliance)

Tools

According to [31], GRC is a system of people, processes and technology that enables

an organization to:

� Understand and prioritize stakeholder expectations;

� Set business objectives congruent with values and risks;

� Achieve objectives while optimizing risk pro�le and protecting value;

� Operate within legal, contractual, internal, social and ethical boundaries;

� Provide relevant, reliable and timely information to appropriate stakeholders; and

� Enable the measurement of the performance and e�ectiveness of the system.
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Some GRC tools, with support for IT security risk management tasks, were identi�ed

[6, 7, 8]. These GRC systems are proprietary, so the information presented here was based

on their o�cial websites and documentations.

The identi�ed GRC systems focused on security provide powerful functionalities for

conducting security tasks, but do not rely on a collaborative environment.

The Fortify approach [8] seems to have a group interaction feature (comments), but

in a non-structured way. This feature was discovered by some screen shots at [32], and

as they are not directly explained in the documentation, it is not possible to analyze its

real behavior. But, as shown in the screen shots, the comments are not structured to be

considered a group discussion feature; they are just a list of comments.

2.6.3 RiskGuide

RiskGuide [33, 34, 35, 36, 37] is a web-based tool with a knowledge base of risks. It

discusses the need for a continuous and collaborative tool to support risk management

activities, but in a very di�erent way than this work.

The main goal of RiskGuide is not directly related to security; instead, the main focus

is to achieve requirements related to software development processes, like �nishing the

project on time, and keeping expenses within the budget. So, the risks modeled in such

a system are general software engineering risks, not IT security ones.

The collaborative requirement identi�ed by RiskGuide means many professionals

individually identifying risks, using the same web-based application, in a way that the

manager can analyze and consolidate those identi�ed risks.

The need for a continuous risk management discussed by RiskGuide means that, at
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any time, any involved professional could input a new risk to the system and it got stored

in a database for future analysis.

2.6.4 Protection Poker

Protection Poker [38] is a game, based on Planning Poker [39], that stimulates group

discussions about security. During the collaborative practice, risks were identi�ed and the

security knowledge of members are shared among the team.

An experiment with Protection Poker was conducted in an undergraduate software

engineering course at North Carolina State University, and it resulted in a more e�ective

software security learning than in prior semesters. Additionally, students were observed

relating vulnerabilities to business impacts for system studied. [38]

2.6.5 Comparisons with the Proposed Tool

Like GSTOOL, the application proposed by this research is based on a speci�c IT

security risk management process, a NIST-based [3] one, but it is concepts-oriented. It

means that users deal directly with concepts (e.g., vulnerability, risk, and safeguard).

So, it di�ers from GSTOOL because there is a weak dependency against the adopted

methodology. As it is only needed to handle concepts, that security professionals know and

are easy to learn, it achieves the user-friendly characteristic that is lacking on GSTOOL.

Additionally, the proposed tool is free and open-source.

GRC approaches provide a powerful environment, with many features that are not

present on the current stage of the proposed tool, like charts, many kinds of reports, and

compliance with many patterns. These functionalities improve the security e�ort, but
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they are not fundamental to an IT security risk management process; as identi�ed by this

research, the collaborative environment is a central requirement for any IT security risk

management e�ort. None of the GRC tools relies on a collaborative environment, and

they are not free and open-source like the proposed software.

In comparison to the Fortify approach, the proposed tool also provides a comments

feature, but in a threaded-structured way to act as a group discussion mechanism.

Additionally, the proposed tool has a real collaborative environment, with a forum

for general security discussions and a subsystem to collaboratively create documents,

important features that are not present in any of the identi�ed GRC tools focused on IT

security.

RiskGuide has an interesting knowledge base implementation, but there is no robust

access control mechanism, the data are not structured through widely-accepted security

concepts, and it is not focused on IT security. Its web-based characteristic achieves

the portability requirement. The proposed tool is also web-based, but structures all

information in security concepts, has a robust access control mechanism, and is focused

in IT security.

Protection Poker is not a software tool, just a methodology with a game aspect,

to identify risks, share security knowledge, and discuss security topics. The core of

such an approach is to stimulate group discussions, achieving a better security analysis

and improving the security knowledge of the persons involved. The proposed tool has

mechanisms to conduct group discussions, and through them, security tasks can be

improved because of the same bene�ts of Protection Poker, plus all corporate ones, like

avoiding meetings, that are time-consuming practices which are sometimes di�cult to

schedule because the professionals involved are usually busy.
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3 Proposed Solution

This work identi�ed some requirements for an e�ective IT security risk management

process, as discussed in Section 3.1. A solution was developed that ful�lls these

requirements: a software, based on an open-source CMS. Section 3.2 presents an overview

of the proposed solution. Section 3.3 addresses the main concepts that are the core of the

proposed IT Security Risk Management Collaborative Software (referenced by this work

as IT-SRMCS). In Section 3.4, there is a high-level discussion of the developed software

architecture.

3.1 Main Identi�ed Requirements for an E�ective IT

Security Risk Management Process

According to [40], a requirement is \a condition or capability to which a system

must conform". Based on issues discussed in Chapter 1 (Section 1.1), some high-level

requirements were identi�ed to improve the e�ciency of an IT security risk management

process. The following list enumerates the main identi�ed requirements, that are discussed

in more detail by the next four sections:

� Knowledge management solution support (Section 3.1.1);
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� Continuous approach (Section 3.1.2);

� Collaborative work support (Section 3.1.3); and

� Robust access control mechanism (Section 3.1.4).

3.1.1 Knowledge Management Solution Support

The reports, developed as results of risk management activities, are usually

voluminous, with a large number of risks to handle. A knowledge management solution can

support information management in a structured format and make it easy to �nd desired

information. For example, it is possible to execute a query for lists of risks with a high

level, risk mitigation implementation status, and system components with a large number

of identi�ed aws. This software solution should be secure, because an exploitation could

lead attackers to get con�dential information.

3.1.2 Continuous Approach

The business environment is very dynamic for the security point of view. For

example, new vulnerabilities are often discovered, hardware and software technologies

are in constant evolution, and there is a high turnover of professionals. So, to keep the

security level of a company always acceptable, it is needed a continuous approach, in a

way that as soon as new security information is detected, it must be properly handled.
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3.1.3 Collaborative Work Support

The risk management process is a collaborative e�ort where professionals from di�erent

business areas and with di�erent expertise must participate to detect and mitigate risks.

Tools with features like threaded group discussions can facilitate risk analysis and priority

de�nitions. Every idea and discussion should be stored for future analysis or reuse in a new

project. This is an important feature due to the high turnover among IT professionals.

3.1.4 Robust Access Control Mechanism

The information involved in a security risk management process is often sensitive. The

adopted solution must handle many users and roles in a way that each user has access

only to the authorized information in a given project.

3.2 Overview of the Developed Solution

In order to ful�ll the main requirements discussed in Section 3.1, this work

implemented an IT-SRMCS extending a popular and widely-used open-source CMS,

Drupal [41]. The IT security risk management process used by the proposed tool is

based on NIST [3].

The main approach adopted to develop the tool is described in Section 3.2.1. Section

3.2.2 provides a list of software technologies adopted to develop the software. Some

functionalities of the developed application are described in Section 3.2.3.
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3.2.1 Adopted Approach

The approach adopted by this research to develop an IT-SRMCS relies mainly on �ve

aspects:

1. Security practices;

2. Open-source;

3. Web-based;

4. Implementation over CMS; and

5. Software engineering principles.

The following �ve sections discuss, respectively, these aspects.

3.2.1.1 Security practices

Good security principles [42] were applied throughout the whole development process.

The developed IT-SRMCS was intended to be as secure as possible in order to protect its

related data.

3.2.1.2 Open-Source

An IT security risk management process, as stated before, deals with sensitive

information about the organization, such as process and software vulnerabilities, that

can be used by malicious people to plan attacks with the potential to compromise the

core business.
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In adopting proprietary software, the organization must rely on the manufacturer:

it is possible to audit the binaries themselves, but it is usually not feasible due to the

complexity and the dimension of the acquired systems. Additionally, the software updates

are released usually by the manufacturer, because the binary patches development is not

common by the community. It is also possible to acquire binary patches from specialized

security companies, but the software usually loose the support from the manufacturer,

an important advantage of proprietary software; additionally, the timeline for the binary

patches creation is usually bigger than patches into the code because of the complexity of

the process.

When the system is a security-related one, the scenario gets even more sensitive,

because information leaking due to a software problem can seriously compromise the

company.

The developed IT-SRMCS is open-source and, in being so, the organizations can audit

the sources themselves instead of relying on the manufacturer. Additionally, with this

approach, the organization can look for bugs and vulnerabilities itself, and correct them.

Public reported aws can also be addressed by the company itself, and the o�cially

released patches can be audited too. It is also possible to acquire non-public patches from

specialized security companies.

The developed tool was designed to rely just on open-source components (e.g., MySQL

database [43], and GNU/Linux operating system [44, 45, 46]). In this way, the whole

environment where the application is deployed can be fully audited, inheriting the

described open-source bene�ts.
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3.2.1.3 Web-Based

Nowadays, most of the modern operating systems come with a web browser due to

the importance of the Web. Additionally, it is di�cult to think of a company that does

not use this technology because of the bene�ts of its applications, such as optimized bank

transactions.

The websites can be accessed by most web browsers, running on most operating

systems, due to network protocols and standards.

The tool developed by this research adopted a web-based approach in order not to

require strong user machines dependencies; just an operating system, with a compatible

web browser (the most used graphical web browsers are compatible), is needed. When

the system is updated, no client modi�cations are needed and the end-users can have the

operating system that is most convenient for them or for the company. Additionally, there

is no speci�c installation process; a web-browser is required, but most operating systems

come with at least one by default, and if another one is needed, the installation process

is usually not complex.

Also, most web-browsers (to act as an user interface) and web-servers (to hold the

application itself) have implemented security protocols, like HTTPS. So, some application

development e�ort is saved, with security gains, in such a way that these protocols

contribute to security, are very mature, and possible changes are transparent for the

whole developed application (both client and server components).
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3.2.1.4 Implementation over CMS

There are some CMS functionalities that are useful for software that aims to support

an IT security risk management process, such as creation of content, user management,

access control, and security. Most CMS implementations provide, built-in or through

additional extensions, collaborative features like collaborative content creation, forum,

blog, and poll.

This research implemented an IT-SRMCS over Drupal [41], a popular and widely used

open-source CMS, in order to inherit all of its functionalities, instead of developing them

from scratch. This approach has bene�ts, such as:

� CMS features inheritance: There are many useful features in a CMS implementation,

such as forum, poll, and collaborative document creation. Additionally, some CMS

implementations, such as Drupal, have new extensions available often, which means

that, at any time, a new, and not yet thought of, feature for the IT-SRMCS may

become available to make the application even more powerful;

� Fast and better implementation: As many features are inherited, such as content

creation and user interaction, the development can focus just on the main area,

the risk management process. This can lead to better and faster implementation,

because all the development attention can be directed to the core objective of the

software; and

� Robustness and security: The responsible for the inherited features is their

manufacturers (in this case, Drupal and the module writers). As their attention

is focused only on their features, they tend to be more stable, scalable, and secure,

than if it was developed from scratch by the IT-SRMCS developers. This happens
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because the amount of work is divided, and the developers can focus on their own

components. In this way, the security risk management developers can focus just on

this speci�c module, resulting in better implementation than if the same developers

also needed to maintain the whole collaborative environment inherited from CMS.

3.2.1.5 Software Engineering Principles

The developed IT-SRMCS was modeled with good software engineering principles [47],

using an Object Oriented (OO) approach [47]. The main bene�ts of this approach are:

� Easy maintenance: \Software is never completely �nished" [48]. Even though

security risk management basic principles are the same for most approaches, each

organization has particular needs. A structured OO model can abstract technical

concepts, in a way that the model gets easier for human-beings to understand [49],

thus easier to maintain. Additionally, it is possible to achieve a robust architecture

resilient to change [49], so the negative impacts of updates can be reduced. As an

example, it is possible to change the web GUI (Graphical User Interface) and the

database with a few punctual changes, with control of the impacts; and

� IT-SRMCS implementation uncoupled with the CMS: The application proposed by

this research is developed as a Drupal module, so the system is highly-integrated

with the CMS to inherit the most bene�ts possible. On the other hand, the proposed

OO model makes the application completely apart from that. It follows that, while

there is a full integration with Drupal, there is no need to modify the developed

system itself to change the CMS implementation, or to eliminate the CMS approach

itself to adopt another strategy or technology.
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3.2.2 Adopted Software Technologies

The open-source technologies used to develop this research were:

� Operating system: Debian GNU/Linux 5.0 testing \lenny"with some unstable \sid"

packages; [44, 45, 46]

� Web server: Apache 2.2.8-3 from Debian repositories; [50, 44]

� Web protocol: HTTPS;

� Database: MySQL 5.0.51a-12 from Debian repositories; [43, 44]

� Programming Language: PHP 5.2.6-5 from Debian repositories; [27, 44]

� CMS: Drupal 6.5; [41]

� UML modeling environment: JUDE Community 5.3 (Model Version: 28) [51]. This

tool was used just to create diagrams;

� Text editor: VIM 1:7.1-175+2 from Debian repositories; [52, 44] and

� Web browser: Iceweasel 3.0.6-1 from Debian repositories. This is a Debian's

modi�cation of Mozilla Firefox. [53, 54, 55, 44]

3.2.3 Functionalities of the Developed IT-SRMCS

The main functionalities of the developed tool are:

� IT security risk management support: There is support for a NIST-based IT

security risk management process approach. The system is oriented for security

concepts (e.g., risk, vulnerability, and safeguard), which means that the user deals
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directly with them. These concepts were modeled in a generic way, so the users

have exibility to customize the methodology to their needs. For example, the

threat-source concept is not required, and neither is the asset one;

� Data analysis: The security e�ort remains well-structured in the system. So, it

is possible to quickly �nd the desired information and request some classi�ed data,

such as current high level risks without protection, and the components of the system

with the highest incidence of aws;

� Support for continuous analysis: Conventional risk management approaches require

periodic reassessment. This need is supported by the developed tool, but it is

also possible for security professionals to continuously update the security model,

whenever they want. This makes the system useful even for large organizations,

whose IT environment is very dynamic;

� User noti�cation: When important changes happen in a security analysis, it is

possible to notify all authorized users about that. There are automatic noti�cations,

that are generated by the application for the most important events such as the

creation of a new security concept, and the manual ones, that are generated by the

user through the application's interface. This is useful to keep all authorized users

updated with the security e�orts that they are involved.

� Robust access control: It is possible to create robust access control rules for users

to access security analysis' concepts. Additionally, the access control mechanism is

prepared to deal with a dynamic environment that has many and fast changes, and

a high turnover of professionals. Changes in security components, other than new

risk creation, do not require new access control rules. As an example, it is possible
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to add safeguards and assets with no access control rules modi�cation;

� Secure virtual meetings on-demand: It is possible, for authorized users, to maintain

discussions about each security analysis concept, such as risk and safeguard, in a

structured and threaded way. This reduces the need for conventional meetings.

Additionally, this interaction does not require considerable user schedule changes,

because the communication is done through the system in a threaded discussion

style, and does not need the involved users to be online at the same time: users

can interact in their free time, with no need to schedule meetings. Additionally, the

discussions are kept for future analysis, under a tight access control; and

� General collaborative services: It is possible for the users to interact with each other

through forums, blogs, and polls. This can improve the global security knowledge,

stimulate security studying, and unite personnel. Additionally, it is possible to create

documents collaboratively, with tight access control restrictions. This is useful,

for example, in creating security policies, whose development demands interaction

among users from many departments.

The collaborative activities were inherited from Drupal.

3.3 IT Security Risk Management Process Concepts

in the Proposed Solution

The developed IT-SRMCS handles each security risk management e�ort, basically, as

a set of the concepts represented in Figure 3.1.
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FIGURE 3.1 { Concepts modeling.

The concepts, as shown in Figure 3.1, can be classi�ed in two categories: general

and speci�c concepts. The former represents general security concepts to model security

analysis processes, and were discussed in Chapter 2 at Section 2.2.1. The latter, represents

speci�c concepts used in the NIST-based IT security risk management process that is

modeled in the developed tool, and have the following meanings:

� System component: It is a component related to the system to be analyzed. It

can have a software nature (e.g., con�dential �les inside a server, operating system,

HTTP server, �nancial management application), hardware nature (e.g., electronic

component of a computer, network adapter, router, printer), or something else

(e.g., door, printed reports, safety box, human-beings and their habits). A security

component does not have the same meaning as an asset: assets are a subset of
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system components. A system component is anything related to a system, whose

protection can be both required (assets) or not (system components that are not

assets). This de�nition does not mean that non-assets system components do not

need protection; it means that they are not the core of the protection need. Flaws in

system components that are not assets may lead attackers to compromise the assets

themselves, and in this case they should be protected; for example, a con�dential

report inside a room is an asset, and the door is just a system component, but if the

door was unlocked (vulnerability), an attacker could get the con�dential reports. A

vulnerability is related to at least one system component. As an example, an asset

could be users' �les and a vulnerability could be that the users write their network

passwords on papers and keep them on their tables: the vulnerability is related to

the user practices (just a system component), not to the asset itself. As another

example, an asset could be the �nancial application, and the vulnerability could be

a bu�er overow on this application: in this case, a aw is related to the �nancial

application itself (an asset that is also a system component);

� NIST control: Types of safeguards recommended by NIST [21]. There are

management, operational, and technical controls, as discussed in Chapter 2 at

Section 2.3.3.4. Annex C has a list of all NIST controls according to [21]. For each

risk, one or more NIST controls are associated to represent the types of safeguards

that can address the risk. For each NIST control associated to a risk, a qualitative

value is assigned to represent the level that the current implemented safeguards'

address the risk in terms of that NIST control;

� Security solution: Security solution is a set of one or more logic-related safeguards.

It is also associated with one or more risks, to represent the risks addressed by the
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security solution; usually, these risks are the union of the safeguards' addressing

risks. This concept is important because of the following:

{ It is more user-friendly to organize safeguards through one or more well

de�ned characteristics, for example: operating system memory management

safeguards, operating system process management safeguards, network

safeguards, and policy safeguards. This provides a better (structured) view

of the safeguards, because they get grouped by logical characteristics;

{ In some cases, there are more than one safeguard to address the same risk.

But, for some reason, it was decided to adopt only a subset of the safeguards

to address the risk, not all of them. A security solution is a way to select the

safeguards that should be implemented to address a risk; and

{ There are situations where a single safeguard can address more than one risk.

But, for some reason, it was decided to designate that safeguard to address

only a subset of their related risks, not all of them. A security solution is a

way to select the target risks for a single safeguard implementation.

� Project: The developed IT-SRMCS can be used to make various security risk

management e�orts. For example, the company's security personnel could analyze

the security related to an internal sales process, and the manufacturer of an acquired

�nancial system could conduct an individual analysis for their own system. Each

e�ort is considered a project. For each project is associated one or more of each

concept in Figure 3.1. This is a widely used concept, present in many kinds of

software, such as programming environments, UML modeling tools, and project

management applications.
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3.4 High-Level Implementation Overview

This research proposes an IT-SRMCS that relies on a widely-used open-source CMS,

Drupal. A Drupal module was developed with IT security risk management process

functionalities. As this approach provides a full integration with Drupal, it is possible

to inherit all its features. The result of such an approach (Drupal + developed Drupal

module) is a robust environment for security-related tasks, and it is referenced by this

work as \proposed solution". Figure 3.2 shows a high-level package diagram [56] of the

proposed solution, that can be divided into six main components:

� Drupal (represented by package \drupal"): The adopted CMS. Responsible for

providing a robust collaborative environment;

� The Drupal module (represented by package \drupalModule"): The developed

Drupal module. It is responsible for integrating the developed IT security risk

management functionalities with the Drupal environment. Additionally, the view

layer is also implemented by the Drupal module;

� Main component (package \main"): Responsible for all functionalities directly

related to an IT security risk management process, including the concepts (Section

3.3) de�nitions and their speci�c access control mechanism (Section 3.4.3);

� Persistence component (package \DAO"): It is called \DAO" due to the DAO

(Data Access Object) pattern [57]. This component is responsible for handling all

persistence operations with all data from the developed IT security risk management

software. The term \developed IT security risk management software" means all

packages developed by this research, with exception of the Drupal module;
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� MySQL (represented by package \mysql"): The database adopted by the proposed

solution; and

� Knowledge component (package\knowledge"): Responsible for handling the security

knowledge base used to infer vulnerabilities and safeguards. Currently, this

component is not very mature and was implemented just to validate its bene�ts

for an IT-SRMCS. Additionally, it relies on the MySQL database to store its data.

FIGURE 3.2 { Components of the proposed IT-SRMCS.

All packages developed by this research are collectively referenced as \developed

software". In Figure 3.2, only the packages \drupal" and \mysql" were not developed

by this research.

A high-level view of the components interactions is described in Section 3.4.1. The

coupling among developed IT security risk management software and the CMS is discussed

in Section 3.4.2. The concepts, discussed in Section 3.3, have a speci�c access control

mechanism, discussed in Section 3.4.3.
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3.4.1 Global Dependencies Overview

Some software engineering principles, such as GRASP's Low Coupling [47], recommend

making unstable components (with high update rating and probability), such as

technology-related ones like databases, to depend on more stable components (with low

update rating and probability). The result is that the most frequent and probable changes

will a�ect a minimum number of components.

Security concepts are all concepts described in Section 3.3 that are directly linked to

security tasks; it means all of them, with the exception of Project. There is an important

dependency in the system: almost the whole developed software depends on the security

concepts, whose de�nitions are in the main component. It seems like an undesirable

dependency, but it is not. These concepts are the core of an IT security risk management

process, and are stable de�nitions that do not change frequently.

Drupal is prepared to handle modules. Each module interacts with Drupal through

hook functions. [58] So, there is a dependency from the Drupal Module against Drupal.

As shown in Figure 3.2, the persistence component depends on the main one, the

opposite of the most natural logic: the system classes' objects (package \main") calls data

access objects (package \DAO") for persistent operations, resulting in a dependency from

package \main" against package \DAO". In runtime, this logic is really correct, but in the

static model, this dependency represents an undesirable coupling, because an unstable

component (persistence, that are directly linked with the database) gets coupled with

a more stable one (main component). So, this intuitive dependency is addressed in the

static model, as discussed in Chapter 4.

The knowledge component depends on the main one, achieving a robust dependency
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because an unstable package depends on a more stable one. Additionally, the

dependency from package \knowledge" to package \DAO" was not addressed such as

in the \persistence-main case", because the \knowledge" package, due to its immature

characteristics, is more unstable than the technology one.

3.4.2 CMS Coupling

The Drupal Module component is an intermediate between the developed IT security

risk management software and Drupal. In order to execute any security risk management

task, the Drupal Module component calls the main one through an object of Coordinator

class, its only connection with the developed IT security risk management software. Being

so, the main component is uncoupled from the Drupal Module, and the Drupal Module is

not coupled with the main component's internals, just with the Coordinator class. As a

result, the developed IT security risk management software is low-coupled with Drupal,

and at the same time is fully integrated with it. This allows an easy substitution of both,

the adopted CMS and the internal logic of the developed IT security risk management

software. The package diagram in Figure 3.3 depicts the discussed scenario.

FIGURE 3.3 { CMS coupling.
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The view layer is inside the Drupal Module component because all presentation

schema were inherited from Drupal. This strong CMS coupling means that, in case

of CMS exchange, this layer has to be rewritten. This is acceptable because there is no

business logic in the view layer (the business logic is in the developed IT security risk

management software), and other developed components are uncoupled with the Drupal

Module. Additionally, there are mainly two advantages in inheriting Drupal's interface in

the view layer:

� Drupal's theme system: It makes the layout development faster and more robust,

with a full integration to Drupal's theme system, where the screens are adjusted to

the current theme characteristics automatically; [59] and

� Security: It is possible to prevent some Cross Site Scripting attacks by using Drupal's

API (Application Programming Interface) [60] functions to sanitize users' inputs and

outputs. [61, 62]

The persistence component (\DAO" package) is not part of the Drupal Module to

reduce the dependency on Drupal, but uses functions provided by Drupal API. This

is another acceptable CMS coupling, because there is no package that depends on the

persistence component's implementation details. Additionally, there are mainly two

bene�ts of using Drupal API functions:

� Database independence: Drupal's has native support for two widely-used and robust

open-source databases, MySQL [43] and PostgreSQL [63]. The API functions are

independent from both databases, with no need for code changing in case of database

exchange; [64, 25] and
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� Security: It is possible to prevent SQL injection attacks through the format string

parameters used in Drupal's database functions [64]. Additionally, some functions

used to sanitize user inputs at the view layer [61] also remove special characters,

and this behavior also contributes in preventing SQL injection attacks.

Drupal has a robust access control system that is used by the proposed solution.

Additionally, the user management task was also inherited from Drupal. As briey stated

before, the access to information related to the concepts discussed in Section 3.3 (e.g.,

asset, vulnerability and risk) is protected by a speci�c access control system, developed

by this research. So, the developed access control system should be compatible with

Drupal's user management system. Thus, an undesired dependency appears: the main

component (where the developed access control system is located) needs to interact with

Drupal (where Drupal's user management system is located). This undesired coupling

was addressed: the main component deals with an abstraction, \user id" (integer), instead

of the user management system itself. So, the main component remains uncoupled from

Drupal. Additionally, as many user management systems, from the most di�erent kinds of

software, implement this abstraction, the main component is also compatible with them.

For the case in which some software, such as another CMS, has an user management

system with another abstraction to uniquely identify users, just few changes are needed:

the Coordinator class should be updated to transparently convert the values.

3.4.3 Proposed Access Control Mechanism

Drupal, being a CMS, can handle contents. There are many content types available,

such as news articles and blog entries. Drupal has a generic abstraction to represent a
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content, called node. [65] It has also a robust mechanism to restrict access to nodes,

called node access system [66]. The proposed IT-SRMCS uses Drupal's nodes, and the

node access system, just for view layer purposes.

However, the main concepts (Section 3.3) themselves are not handled by Drupal, just

their related view aspects (nodes). So, a robust access control mechanism was developed

to protect accesses to concepts (Section 3.3), as shown in Figure 3.4.

FIGURE 3.4 { Proposed access control mechanism.

In the proposed model, each access grant is related to a user (AccessGrant's userId

attribute), and a target project (Project class). There are three types of access grants

(determined by the related AccessGrant's attribute value):

� View: This kind of access grant has an additional link with a risk concept (Risk

class). The meaning is that a user, in a de�ned project, can view (just read) that
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risk's information, and all its related security concepts;

� Manage data: The user has full access to all security concepts in the speci�ed

project; and

� Manage project: The user has full access to the determined project. It grants full

access to all the project's security concepts such as \manage data" access grant,

allows the user to change information related to the Project concept (Section 3.3)

itself, and authorizes the user to manage (create, update, delete) access control rules

for the project.

A security risk management process is a risk-oriented e�ort, and the view access grant

attends this constraint: all access grants are also risk-oriented.

The proposed access control mechanism does not have a feature to allow a user to

change only a speci�c security concept, such as an asset; either all project-related security

concepts can be changed, or only the risk-related security concepts can be read. This

decision makes the system more robust, because if a user has only a limited view of

the security e�ort and has permission to make changes, inconsistencies between already

existent information, but not accessible by this user, could be created. Additionally, that

decision also makes the proposed IT-SRMCS to �t in the dynamic environment of the

organizations, because there is no need to write new rules for each new security concept

added to the system, such as a new asset, since the security concept was related to an

existing risk; access control changes, in this context, are only needed in the case of a new

risk creation.
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4 Implementation

Chapter 3 (Section 3.4) presented a high-level view of the implementation, discussing

the relations among the main components of the proposed IT-SRMCS. This chapter aims

to describe the internals of the developed packages that are depicted by the diagram in

Figure 4.1 in a black-box perspective.

FIGURE 4.1 { Packages of the proposed tool in a black-box perspective.

Packages\drupal"and\mysql"are not developed packages, they only represent adopted

technologies for, respectively, CMS and database.

Section 4.1 discusses two packages, \main" and \uncoupling". Section 4.2 describes

the package \DAO". The developed Drupal module, represented by the package

\drupalModule"in Figure 4.1, is described in Section 4.3. Section 4.4 discusses the adopted

Drupal modules for the collaborative functionalities of the proposed IT-SRMCS.
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4.1 Packages \main" and \uncoupling"

An overview of the package \main" and its main relations is depicted in Figure 4.2.

FIGURE 4.2 { Package \main" and its main relations in a gray-box perspective.

As discussed in Chapter 3 (Section 3.4.2), all IT security risk management operations

are requested from the developed Drupal module to an object of the Coordinator class.

This class represents the GRASP's Controller (Fa�cade) pattern [47]; it means that an

object of the Coordinator class does not do the work, but coordinates the activity

delegating the work to other objects. That is why the name Coordinator was assigned.

The sub-packages of \main", with the exception of \securityConcepts" because all

its classes are Jacobson's Entity [47, 67], have their own coordinator class, that
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acts as a GRASP's Controller (Fa�cade). This approach reduces the coupling among

such sub-packages, because they are contacted exclusively through an object of their

coordinator class. It follows that their internal details, with the exception of the

coordinator classes, are completely transparent for external packages.

The \main" sub-packages are discussed by the next sections. Section 4.1.1 discusses

the \securityConcepts" sub-package. Section 4.1.2 describes the \controllers" and

\uncoupling" sub-packages. Section 4.1.3 discusses the \project" sub-package. The

\security" sub-package is described in Section 4.1.4. The \notify" package is discussed

in Section 4.1.5.

4.1.1 Package \securityConcepts"

The package \securityConcepts", which models the concepts directly related to a

security e�ort, is shown in Figure 4.3.

FIGURE 4.3 { Package \securityConcepts".

This package does not depend on any other, but as discussed in Chapter 3 (Section



CHAPTER 4. IMPLEMENTATION 83

3.4.1), almost all packages depend on it. This behavior can be explained by the fact that

the system is concepts-oriented, so the security concepts are handled all the time, from

the user inputs, to the system's outputs. As discussed in Chapter 3 (Section 3.4.1), this

is an acceptable coupling.

The concepts modeling illustrated in Figure 4.3 has few deviations from their de�nition

in Chapters 2 (Section 2.2.1) and 3 (Section 3.3). This fact does not a�ect the concepts'

meanings; it is only a project decision to make the system more generic, and to increase

the user-friendly characteristic. The following list explains and justi�es each deviation

from the de�nitions in Chapters 2 and 3:

� Risk and vulnerability: By the de�nition, a risk must have one vulnerability. But,

according to the proposed model, it is possible for a risk to have no vulnerability.

The meaning was not changed, but this characteristic was adopted only for user

convenience, in cases that a user identi�ed a mistake in a vulnerability and opted

for removing it until the correct one was created. So, a risk without a vulnerability

can exist, but is considered incomplete;

� Risk and threat: According to the de�nition, a risk is associated to one threat. But,

as de�ned by the proposed model, it is possible for a risk to have no threat. This

characteristic was adopted to make the system compatible with methodologies that

do not handle threats;

� Vulnerability and system component: Through the de�nition of both concepts, a

vulnerability is associated with at least one system component. In the proposed

model, it is possible for a vulnerability to be linked with no system components. The

involved concepts remain the same, but the possible omission of system components
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makes the developed system compliant with security approaches that do not handle

system components;

� Threat and asset: By the de�nition of these concepts, a threat is related to at least

one asset. In the proposed model, it is possible for a threat not to be linked with

any asset. This peculiarity does not a�ect any concepts' meanings, but improves

the developed tool's compliance with security approaches that do not handle assets;

� Risk and threat-source: By the de�nition, a risk is linked with a threat-source.

But, in the proposed model, a risk can have zero or more threat-sources. Due to

past author's experiences, in a real world security e�ort, it is common that many

threat-sources can be related to the same risk. The cases when threat-sources are the

key to creating risks with distinct content are rare. It means that, if the de�nition

was strictly followed, the analysis, most of the time, would result in many equal risks,

with only a threat-source change. This kind of risk presentation is not user-friendly,

because there would be many risks to be analyzed with exactly the same information

with the exception of the threat-source. So, the proposed model is exible enough

to handle a risk with only one threat-source, like the de�nition, or with more than

one, for user convenience. Additionally, with the proposed model, it is possible for

a risk to exist with no threat-sources, which makes the tool more exible in being

used by security approaches that do not handle threat-sources;

� Risk and NIST control: According to the de�nition, a risk is linked to at least one

NIST control. But, in the proposed model, a risk is related to zero or more NIST

controls. This deviation does not change any de�nition, but makes the system more

exible, because the user can decide to use, or not, the NIST control concept in the



CHAPTER 4. IMPLEMENTATION 85

security e�ort;

� Safeguard and risk: The proposed model deviates from de�nition of safeguard,

because the safeguards can have no risks. This characteristic was adopted for user

convenience, for the case that a safeguard, written for some risk that do not exist

anymore, is intended to be used later; and

� Security solution and risk, and security solution and safeguard: It is possible for a

security solution to have no risks and/or no safeguards. This characteristic does not

change the concepts' de�nition, and was adopted for user convenience for the case

that the user commited a mistake on a risk and/or safeguard and wants do keep the

security solution incomplete until the needed corrections were developed.

4.1.2 Packages \controllers" and \uncoupling"

The package \controllers", responsible for handling entities of \securityConcepts", to

be completely discussed, demands other packages explanations. Figure 4.4 depicts all

packages related to \controllers".

The ControllersCoordinator class is directly connected to all controllers. Each

controller class is directly linked to an entity in package \securityConcepts"; for

example, AssetController (package \controllers") is related to the Asset (package

\securityConcepts"). This dependency happens because the responsibility of controller

classes is to handle their related security concepts in a system-wide perspective. Examples

of operations are add (that inserts some entity in the system), delete (that removes some

entity from the system), and get (that obtains some entity that are currently in the

system).
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FIGURE 4.4 { Package \controllers" and its main relations.

There are cases where an entity from package \securityConcepts" has dependency

against other ones from the same package, such as the Threat that has zero or more

Assets. In this case, a ThreatController object talks to an AssetController object in

order to manipulate the assets inside threats. This reduces the coupling, because each

controller only handles its own entity. In the \Threat-Asset example", a ThreatController

object relies on an AssetController object for all Asset-related operations.

The main operations executed by the controllers need to interact with the persistence

layer. So, the DAO pattern [57] was adopted, resulting in the \DAO" package, which

contains all database operations. Under good software engineering principles [47], it is
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possible to invert the default dependency on DAO classes, making \DAO" package to

depend on \controllers", because \DAO" is more unstable once it is linked directly to a

database. So, the Adapter design pattern [68] was adopted to invert this dependency

according to GRASP Indirection pattern [47], and Inversion of Control and Dependency

Injection patterns [69]. It follows that each controller has an interface that should be

implemented by the respective DAO class. Dynamically, the dependency remains from

\controllers" to \DAO", but statically the dependency is the opposite. Figure 4.5 depicts

the dependency inversion technique for the Asset case.

FIGURE 4.5 { Dependency inversion technique among packages \controllers" and \DAO",
illustrated by the asset case.

Business classes are linked with interfaces, so their objects need instances of \DAO"

classes. The \uncoupling" package is responsible for instantiating DAO objects and

returning them to \controllers" objects. So, a possible database change requires two

modi�cations: coding of a new class to deal with the new database, and the \uncoupling"

package changing to modify the instantiated objects. The \uncoupling" package is also

communicated only through an object of its coordinator, hiding internal details and
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achieving a less coupled model.

The inversion of dependency improves a software model that uses the DAO pattern

because:

� Distinct database-related implementations can stay together, in a structured way.

In the case of database change, if a speci�c implementation for it already exists, only

the \uncoupling" package needs to be changed to instantiate the new DAO objects.

In a model with only a DAO approach, the class with database operations must be

rewritten, and the old one may be lost;

� Documentation: The model becomes clearer, in such a way that text-based

instructions can be avoided in the documentation about the software architecture.

As database changes may happen, with only a DAO approach a textual

documentation with procedures to exchange the database without losing the actual

implementation would be needed, for the case in which the old database was

re-adopted. For example, the DAO class could be copied to a safe place, to

be restored later. DAO with dependency inversion approach embeds the whole

explanation, well-structured, in the model itself; and

� Maintenance e�ort: As the model is clearer when there is DAO with dependency

inversion, mistakes from new software engineers in the development team can be

avoided, because the model is self-explained and does not require the reading of

long text-based instructions.
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4.1.3 Package \project"

Figure 4.6 depicts the package \project" and all other packages needed to discuss its

behavior.

FIGURE 4.6 { Package \project" and its main relations.

The Project class is a Jacobson's Entity related to the project concept discussed in

Chapter 3 (Section 3.3). The same already discussed principles of coordinator, controllers,

and DAO with dependency inversion, were also applied for the scenario of \project"

package. The di�erence is that all project-related classes are in the same package for

simplicity reasons, because there is only one concept involved (project).

Additionally, there is no dependency against \securityConcepts" and \controllers"

packages, as expected due to the concept de�nition (Section 3.3), because the implemented

Project entity does not deal directly with security concepts, but with their ids (integer

values). So, it is up to the object that is handling a Project instance to call other objects
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(ControllersCoordinator or Coordinator) in order to get security concepts' instances. This

project decision was adopted to reduce development time, but the proposed model is

exible enough to link the Project directly with the security concepts classes with weak

and controlled impacts.

4.1.4 Package \security"

The \security" package is responsible for all security operations regarding the

implemented concepts (Section 3.3). In the current stage of the proposed system, there is

only an access control mechanism in this package. Figure 4.7 shows the package \security"

and all other packages needed to discuss its behavior.

The adopted access control behavior was discussed in Chapter 3 (Section 3.4.3).

The entity that represents an access control rule that should be persisted is

the AccessGrant class, and it is directly linked to the classes Project (\project"

package) and Risk (\securityConcepts" package); it follows that coordinator objects

of classes ProjectCoordinator (package \project") and ControllersCoordinator (package

\controllers") are called by instances of SecurityCoordinator and AccessControlController

classes from \security" package. The same already discussed principles of coordinator,

controllers, and DAO with a dependency inversion approach, are also applied for the

\security" package scenario.

Additionally, the principles of coordinator, controllers and DAO with dependency

investion are also applied in the \security" package.
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FIGURE 4.7 { Package \security" and its main relations.

4.1.5 Package \notify"

When changes are made in some concept (Section 3.3), it is possible to notify

all involved users about that. The package \notify" is responsible for managing all

noti�cations in the system. This package is depicted in Figure 4.8 with its main relations.

The same principles of coordinator, controllers, and DAO with dependency inversion,

applied for other packages, are also present in the \notify" package scenario.

The Noti�cation class speci�es each requested noti�cation about concepts in the



CHAPTER 4. IMPLEMENTATION 92

proposed solution. The interpretation of its attributes is that each noti�cation is for

a user (userId), in a project (projectId), and is related to a concept (conceptType and

conceptId).

Similarly to \project", this package has no dependencies against \securityConcepts",

\controllers", and \project" packages, due to the adoption of the concepts' ids (integer

values) instead of the classes themselves. But the model is prepared to change this

characteristic with weak and controlled impacts.

FIGURE 4.8 { Package \notify" and its main relations.

4.2 Package \DAO"

This package is represented by Figure 4.9 together with its dependencies.
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FIGURE 4.9 { Package \DAO" and its main relations.

This package has one DAO class for each persistent entity in the system. In

their implementations, Drupal functions are used, as discussed in Chapter 3 (Section

3.4.2). There is an indication that Drupal's API was used in the name of the DAO

classes due to the possibility of having implementations for many databases in the same

package, as discussed in Section 4.1.2; instances of \uncoupling" classes choose the target
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implementation, as discussed in Section 4.1.2.

DAO classes implement an interface in the \main" package due to the dependency

inversion technique discussed in Section 4.1.2. Additionally, each DAO class deals with

its related concept class, but there are no dependencies among DAO classes.

4.3 Developed Drupal Module

There is no \drupalModule" package in the system; it is just a representation of

the developed module for architectural purposes. Similarly, as stated before, packages

\drupal"and\mysql"also do not exist; they are just used to represent Drupal and MySQL,

respectively.

The developed Drupal module is responsible for providing user interfaces for all

operations related to the IT security risk management process. The operations requested

by users through the user interface are sent to the developed IT security risk management

software, through an instance of Coordinator class (package \main"), to be validated and

processed. The response from the coordinator object is formatted and presented to the

user by the developed module.

Additionally, this module provides a full integration of the developed IT security risk

management software with Drupal.

Drupal handles its modules through hook functions [65]. The following sections discuss

the main hooks used in the developed module.
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4.3.1 hook node info

Drupal is a Content Management System, so it handles contents. Contents are

internally known as nodes, and hook node info is used to de�ne new node types [70].

Each concept, discussed in Chapter 3 (Section 3.3), was modeled as a speci�c node

type. This project decision makes it possible to use Drupal's functionalities in a speci�c

way for each concept (node type). Additionally, there is also a node type to represent an

access grant of the developed access control mechanism discussed in Chapter 3 (Section

3.4.3).

4.3.2 hook perm

This hook is used to de�ne user permissions [71]. Such permissions are used,

by Drupal's administrator, to restrict accesses to module's functionalities [71]. The

developed Drupal module creates two permissions, one to restrict access to IT security

risk management functionalities, and another to let users, with the �rst permission, create

new IT security risk management projects. So, the Drupal administrator can determine

the users that have access to the developed IT security risk management software, and

which ones are also allowed to create new projects (Chapter 3, Section 3.3).

4.3.3 hook access

All user interactions with the system are made through the user interface. Chapter

3 discusses some concepts (Section 3.3) and an access grant class (Section 3.4.3). Such

entities are modeled by nodes in the developed module. Interactions with nodes are

veri�ed by the respective hook access implementation to determine if it is allowed or
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not [72]. It means that all user accesses to those entities' information are �ltered by

hook access.

As all information related to the developed IT security risk management software

should be protected by the access control mechanism discussed in Chapter 3 (Section

3.4.3), this mechanism is used in the hook access implementation.

4.3.4 hook node grants and hook node access records

As discussed in the previous section (Section 4.3.3), hook access restricts accesses to

nodes. But there are some cases that such hook is not called. As an example, the Tracker

core module [73], used to publicly display recently created or updated contents, does not

rely on the nodes' hook access.

It is possible to handle such situations with the implementation of two hooks,

hook node grants [74] and hook node access records [75]. [66] The developed Drupal

module has both functions implemented in a way that all accesses to its nodes, that have

not been veri�ed with hook access, are denied.

4.3.5 Hooks to Handle Users Interactions

The developed IT security risk management software is accessed by the users through

web pages generated by Drupal. The following hooks are responsible for handling such

web pages:

� hook form: Its implementation allows the creation of customized forms for node

types [76]. It means that each entity described in Chapter 3 (concepts and

AccessControl class) has its own form with its speci�c �elds, and through them
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related information is inputted to the system;

� hook validate: Its implementation makes it possible to verify if a node is in a valid

format to be added to the site [77]. In the context of the developed system, this

hook is used to validate some user inputs when some entities (concept or access

grant) are created or updated;

� hook insert: Its implementation de�nes actions to be taken when a node is inserted

[78]. A new node insertion, in the context of the developed software, means the

creation of a new object that should be added to the system. Such an object is

related to a class that represents a concept discussed in Chapter 3 (Section 3.3), or

an access grant also described in Chapter 3 (Section 3.4.3);

� hook update: Its implementation handles a node update action [79]. In the context

of the developed system, it means that an entity (concept or access grant) was

changed;

� hook delete: Its implementation handles a node deletion action [80]. In the context

of the developed system, it means that an entity (concept or access grant) was

deleted;

� hook load: Called to load node-type-speci�c information. [81]. In the context of

the developed software, it means the loading of an entity (concept or access grant)

information. So, the implementation of such hook, requests, for an instance of the

Coordinator class (package \main"), an object relative to the entity that should be

presented to the user; and

� hook view: Its implementation allows the de�nition of a custom presentation for a

node [82]. In the context of the developed software, it means that an entity (concept
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or access grant) is being presented to the user. So, the implementation of such hook

de�nes the appropriate theme implementation to display such an entity. Themes

are registered through hook theme [83]. In the developed module, each node type

has a template to display its related entity.

4.4 Drupal Modules for Collaborative Functionalities

The following modules are responsible for the collaborative functionalities of the

proposed IT-SRMCS:

� Comment [84]: This is a core Drupal module, and it provides threaded comments in

contents. Its behavior was enhanced with \Re: Comment subjects" 1.4 module [85];

� Content Access 1.0 [86]: This module makes it possible to restrict access control to

nodes. It uses ACL module [87] for some functionalities;

� Forum [88]: This is a core Drupal module, and it provides the forum system;

� Blog [89]: This is a core Drupal module, and it provides the blog system; and

� Poll [90]: This is a core Drupal module, and it provides the poll system.
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5 Case Study

This chapter aims to evaluate the proposed tool through a case study, described in

Section 5.1. A possible security analysis of the scenario is presented in Section 5.2.

Section 5.3 shows the procedures to access the developed tool. Section 5.4 discusses

the management of di�erent security projects in the proposed system. There are

functionalities to support IT security risk management phases, and some of them are

described in Sections 5.5 (Risk Assessment), 5.6 (Risk Mitigation), and 5.7 (Evaluation

and Assessment). Section 5.8 presents additional collaborative functionalities available in

the proposed software. The case study results are analyzed in Section 5.9.

5.1 Case

The case to test the developed tool is a �nancial organization that provides a service

to help customers with stock investments. The main business attraction is a client-server

software that allows users to manage their �nancial investments, access the news on the

economy, read economic market analysis by renowned professionals, and interact with

economists to support investments. This service is hosted at the �nancial organization

itself.

The technology environment is shown in Figure 5.1.
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FIGURE 5.1 { Case study.

There are employees working at the �nancial company, in a speci�c network

(Employees' Network), and all its workstations and printers are linked through a hub.

Additionally, there is also a wireless access point linked to this hub to spread the physical

working areas inside the company.

There are four servers to deal with the stock system, and all of them are hosted

inside the company, in a speci�c network (Servers' Network). They rely on the Linux

operating system with an SSH server enabled for con�guration and management purposes.

Additionally, they are linked through a hub.

Both internal networks are interconnected through a �rewall/router (Firewall/Router).

The �rewall rules allow all tra�c between the two internal networks without restrictions.

The main software, both the client and server sides, is written in C language.

The client-side software can execute on PDAs, notebooks and conventional PCs. The
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server-side tool is deployed in a dedicated server (Application Server). All system-related

data are stored in a MySQL database, hosted in another server (Database Server).

Additionally, the customers interact with the stock system through the internet.

The communication with the clients about payment and software support are through

both, the project's website (hosted at Web Server) and e-mail (hosted at Mail Server). The

former server relies on a proprietary webserver service with PHP 4 support; additionally,

there are a FTP daemon running to manage web �les. The latter server hosts a proprietary

e-mail service tool designed to operate with SMTP and POP3 protocols.

The organization has an internet link of 8 Mbps, with a static IP address, connected

to the Firewall/Router, that routes the internet to the whole company (for both, servers'

and employees' network). The �rewall rules ensure that the hosts on the internet can

access the webserver service (ports 80 and 443) and its related FTP (port 21), SMTP

service (port 25), and the server-side main business application (port 6789).

5.2 Security Analysis of the Scenario

The following tables represent a security analysis of the scenario. Table 5.1 describes

the assets. Table 5.2 identi�es the system components. The vulnerabilities and their

related system components are listed in Table 5.3. The threats and their related assets are

listed in Table 5.4. The threat-sources are described in Table 5.5. The risks, represented

as a relation between vulnerabilities, threat-sources and threats, are listed in Table 5.6.

Finally, the safeguards and their related risks are identi�ed in Table 5.7.
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TABLE 5.1 { Case study assets.

Asset Description

Main application

The main application has to be secure. The
availability is an important requirement,
because the stock market is very dynamic,
so the clients must have appropriate support
when needed, without delays.

Information in MySQL database
Client's �nancial information are sensitive
data and its con�dentiality is guaranteed by
contract.

Company's reputation
As personal �nancial data is held by the
system, only serious companies are selected
by customers.

TABLE 5.2 { Case study system components.

System Component Description
Router/Firewall operating system Operating system of the router/�rewall.
Router/Firewall con�guration Con�guration of router and �rewall rules.

Web Server operating system
Operating system of the server with
webserver daemon.

Proprietary webserver daemon Proprietary webserver and its con�guration.

PHP application at the Web Server
Application, written in PHP, at the web
server, used to communicate with clients.

FTP service at the Web Server FTP service at the Web Server.

Application Server operating system
Operating system of the server with main
application's server-side software.

Main application's server-side software
Server-side application, at the application
server.

Mail Server operating system
Operating system of the server with mail
service tool.

Mail service software (SMTP and POP3)
Mail service tool and its con�guration, at
mail server.

Database Server operating system
Operating system of the server with the
database.

MySQL database
MySQL database, its data, and its
con�guration, at Database Server.

SSH service at the four servers SSH service at all servers.

Servers' hub
Hub used to link the four servers with the
Firewall/Router.

Wireless access point
Wireless access point, plugged in the hub
used by employees' workstations.

Workstations Workstations of the employees.
Employee's hub Hub used to link employees' workstations.
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Security policies
Security-related formal policies of the
organization.

Personnel practices Practices of the organization's personnel.

TABLE 5.3 { Case study vulnerabilities and their related system components.

Vulnerability System Component
SQL Injection at the PHP application. PHP application at the Web Server
SYN ood attacks can compromise the Web
Server.

Router/Firewall con�guration

Access point without protection, such as
encryption.

Wireless access point

Use of FTP, a clear-text protocol, to
manage web �les.

FTP service at the Web Server
Security policies
Personnel practices

Bu�er overow at the main application
server-side software.

Application Server operating system
Main application's server-side software

Mail service without relay restrictions. Mail service software (SMTP and POP3)
MySQL accessed with only one user by the
main application: root.

MySQL database
Main application's server-side software

All tra�c is allowed between the two local
networks (servers and employees).

Router/Firewall con�guration

Mail service accessible from external
networks.

Router/Firewall con�guration

Weak passwords at all servers.

Web Server operating system
Application Server operating system
Mail Server operating system
Database Server operating system
Router/Firewall operating system
Security policies
Personnel practices

There is no formal password security policy. Security policies

TABLE 5.4 { Case study threats and their related assets.

Threat Asset
Damage to the organization's reputation. Company's reputation
Access con�dential data from database. Information in MySQL database
Modify database data. Information in MySQL database
Stop the communication with clients about
payment and software support.

Main application
Company's reputation

Sni�ng network and getting passwords and
other sensitive data.

Information in MySQL database

Connecting to the organization's LAN for
local attack purposes.

Main application
Information in MySQL database
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Use the mail service to make SPAM through
an AP connection.

Company's reputation

Possibility of sni�ng FTP-related
passwords and change web �les.

Company's reputation

DoS at the application.
Main application
Company's reputation

Malware execution on the Application
Server to get passwords and con�dential
information such as users' investments
details.

Main application

Information in MySQL database

Possibility of sending of SPAM through the
mail service.

Company's reputation

Database data can be fully accessed,
including con�gurations.

Information in MySQL database

Lack of accountability in the database. Information in MySQL database

Internal DoS attacks on the servers.
Main application
Information in MySQL database
Company's reputation

All hosts on the internet can use the mail
service to send e-mails.

Company's reputation

All hosts on the internet can use the mail
service to send SPAM.

Company's reputation

Possibility of cracking passwords to
compromise all servers.

Main application
Information in MySQL database

Passwords cracked once can be used for a
long time.

Main application
Information in MySQL database

Possibility of having many weak passwords
inside the company.

Main application
Information in MySQL database

Possibility of users writing their passwords
on papers that are on their tables.

Main application
Information in MySQL database

Di�culty of punishing employees for
password stealing.

Company's reputation

TABLE 5.5 { Case study threat-sources.

Threat-Sources Description

Attacker from the internet
An attacker, from any place, connected to
the internet.

Malicious customer
A customer of the �nancial company that
aims to attack it.

Malicious employee
An employee of the �nancial company that
aims to attack it.

Attacker in the AP signal area
An attacker somewhere that can connect to
the AP.

Malicious person visiting the organization
A person visiting the �nancial company that
aims to attack it.
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TABLE 5.6 { Case study risks (vulnerabilities x threat-sources x threats).

Risk
Code

Vulnerability Threat-Source Threat

R1
SQL Injection at the PHP
application.

Attacker from the
internet

Access con�dential data
from database.

Malicious customer
Malicious employee
Attacker in the AP

signal area

R2
SQL Injection at the PHP
application.

Attacker from the
internet

Modify database data.
Malicious customer
Malicious employee
Attacker in the AP

signal area

R3
SYN ood attacks can
compromise the Web Server.

Attacker from the
internet Stop the communication

with clients about
payment and software
support.

Malicious employee
Attacker in the AP

signal area

R4
SYN ood attacks can
compromise the Web Server.

Attacker from the
internet

Damage to the
organization's reputation.

Malicious employee
Attacker in the AP

signal area

R5
Access point without
protection, such as encryption.

Attacker in the AP
signal area

Sni�ng network and
getting passwords and
other sensitive data.

R6
Access point without
protection, such as encryption.

Attacker in the AP
signal area

Connecting to the
organization's LAN for
local attack purposes.

R7
Access point without
protection, such as encryption.

Attacker in the AP
signal area

Use the mail service to
make SPAM through an
AP connection.

R8
Use of FTP, a clear-text
protocol, to manage web �les.

Malicious employee Possibility of sni�ng
FTP-related passwords
and change web �les.

Attacker in the AP
signal area

R9
Bu�er overow at the main
application server-side software.

Malicious customer
DoS at the application.

Malicious employee

R10
Bu�er overow at the main
application server-side software.

Malicious customer Damage to the
organization's reputation.Malicious employee
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R11
Bu�er overow at the main
application server-side software.

Malicious customer
Malware execution on the
Application Server to get
passwords and
con�dential information
such as users'
investments details.

Malicious employee

R12
Mail service without relay
restrictions.

Attacker from the
internet Possibility of sending of

SPAM through the mail
service.

Malicious employee
Attacker in the AP

signal area

R13
MySQL accessed with only one
user by the main application:
root.

Attacker from the
internet

Database data can be
fully accessed, including
con�gurations.

Malicious customer
Malicious employee
Attacker in the AP

signal area

R14
MySQL accessed with only one
user by the main application:
root.

Attacker from the
internet

Lack of accountability in
the database.

Malicious customer
Malicious employee
Attacker in the AP

signal area

R15
All tra�c is allowed between
the two local networks (servers
and employees).

Malicious employee
Internal DoS attacks on
the servers.

Attacker in the AP
signal area

R16
Mail service accessible from
external networks.

Attacker from the
internet

All hosts on the internet
can use the mail service
to send e-mails.

R17
Mail service accessible from
external networks.

Attacker from the
internet

All hosts on the internet
can use the mail service
to send SPAM.

R18 Weak passwords at all servers.

Attacker from the
internet Possibility of cracking

passwords to compromise
all servers.

Malicious employee
Attacker in the AP

signal area

R19
There is no formal password
security policy.

Attacker from the
internet Passwords cracked once

can be used for a long
time.

Malicious employee
Attacker in the AP

signal area
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R20
There is no formal password
security policy.

Attacker from the
internet Possibility of having

many weak passwords
inside the company.

Malicious employee
Attacker in the AP

signal area

R21
There is no formal password
security policy.

Malicious employee It is possible for users to
write their passwords on
papers that are on their
tables.

Malicious person
visiting the
organization

R22
There is no formal password
security policy.

Malicious employee
Di�culty of punishing
employees for password
stealing.

TABLE 5.7 { Case study safeguards and their related risks.

Safeguard Risk
Sanitize user inputs of the PHP application
at the Web Server.

R1, and R2

Con�gure the Firewall/Router to limit the
rate of packages to the Web Server.

R3, and R4

Con�gure the Access Point to use secure
standards with secure cryptography
algorithms, such as WPA2 with TKIP or
AES.

R5

Restrict accesses to the Access Point. For
example, use RADIUS, and limit computers
through MAC addresses.

R6, and R7

Adopt a secure protocol, such as SCP, to
update web �les at the Web Server.

R8

Exchange hubs by switches. R8
Sanitize user inputs at the main application
server-side software.

R9, R10, R11, R13, and R14

Fortify the security of the Application
Server software environment. Examples of
solutions are grsecurity/PaX, SELinux, and
GCC's Stack Smashing Protector.

R9, R10, R11

Restrict relay at the proprietary mail
service at Mail Server.

R12

Adopt a non-privileged MySQL user for the
main application's operations.

R13, R14

Restrict rules at the Firewall/Router to
�lter tra�c between the internal networks
(employees and servers).

R15

Restrict rules at the Firewall/Router to
block external accesses to the mail service.

R16, and R17
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Adopt only strong passwords for the servers,
and change them frequently.

R18

Develop a password security policy. R18, R19, R20, R21, and R22

5.3 Accessing the Tool

The initial screen of the proposed solution is depicted by Figure 5.2.

FIGURE 5.2 { Initial screen.

From this screen it is possible to access all available features, but some of them, such

as the developed IT security risk management software, require a logged-in user. Figure

5.3 shows a login procedure through the login area of the main screen.
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FIGURE 5.3 { User login.

Once the user has logged-in, the link to access the developed software appears. Figure

5.4 depicts the �rst screen of the developed IT security risk management software, that

lists the available projects for the user.

FIGURE 5.4 { Screen listing the projects available to the user.
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5.4 Project Management

In order to handle the scenario described in Section 5.1, a speci�c project for this

purpose must be created, as shown in Figure 5.5.

FIGURE 5.5 { Project creation screen.

The desired project (in this case, the newly created one) must be selected to start

working on it.

The user that creates a project is automatically marked with the \manage project"

grant. The next step is to add the users to the project with their respective permissions.

Figure 5.6 shows an example when the project owner adds an user with \manage data"

grant.
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FIGURE 5.6 { Access grant creation screen.

5.5 Risk Assessment Phase

This phase is responsible for the security analysis of the stock system. So, the security

model presented in Section 5.1 is developed and documented with support of the proposed

tool. All operations are similarly in all di�erent concepts. Figure 5.7 depicts the procedure

of creating a safeguard when the information of Section 5.1 was partially inserted in the

system.
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FIGURE 5.7 { Safeguard creation screen.

Display screens have all concepts' information, with links to other directly related

concepts. For example, a safeguard screen is linked to all its addressed risks. At the risk

assessment stage, there is a strong need for discussions related to each of the identi�ed

items of information (concepts), to validate and re�ne the analysis. The screens that

display concepts are also used for group discussions. Additionally, there is a button used

to notify all authorized users that some new important information in that concept is

available, such as a new comment or sensitive data change. Figure 5.8 depicts a concept

display screen, using the example of the safeguard created in Figure 5.7.
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FIGURE 5.8 { Safeguard visualization screen.
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At a group discussion related to a risk, between security analysts and �nancial

company's professionals, a possible mistake in a likelihood value de�nition was identi�ed.

As a result, a consensus about the need for an update was arrived at. The \Edit" tab in

a concept visualization, such as in Figure 5.8, appears only for authorized users, allowing

them to update some information about a concept. Figure 5.9 illustrates the risk likelihood

value change procedure.

FIGURE 5.9 { Likelihood update.
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5.6 Risk Mitigation Phase

Through the group discussion mechanism it is possible, for the involved professionals,

to manage the implementation of a safeguard. There was consensus, in a risk discussion,

that appropriate safeguards were correctly implemented, and the risk was mitigated. The

mitigation can be done, by authorized users, through a risk's edit screen. Figure 5.10

shows the mitigation of a risk.

FIGURE 5.10 { Risk mitigation.

5.7 Evaluation and Assessment Phase

During the two main phases of a security risk management process, the proposed

IT-SRMCS can be used to analyze the current status of the security e�ort. The data

�ltering feature is accessible through a link at the main project's screen. There are some

options, such as risks classi�cation according their levels, and determination of the system

components with major incidence of vulnerabilities. Figures 5.11 and 5.12, respectively,

depict both data �ltering options when the analysis of Section 5.2 was partially modeled

in the software.
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FIGURE 5.11 { Risks classi�ed according their levels.

FIGURE 5.12 { Most vulnerable system components.
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5.8 Additional Collaborative Features

It is possible to create documents collaboratively, under a tight access control policy.

Figure 5.13 shows that, when creating a new document, it is possible to re�ne the users

and their respective access grants to it.

FIGURE 5.13 { Collaborative content creation access control.

There is a forum, for general security discussions, as shown in Figure 5.14. Each user

has their own blog, as depicted by Figure 5.15. Another example of collaboration is the

poll functionality, as shown in Figure 5.16.
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FIGURE 5.14 { Forum.

FIGURE 5.15 { Blog.
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FIGURE 5.16 { Poll.

5.9 Analysis of the Results

The IT-SRMCS proposed by this research provides a user-friendly interface that

makes it easy to create a security model of a company. Additionally, it is simple to

analyze the available data, such as higher non-addressed risks and most vulnerable system

components, in order to prioritize security actions and keep the organization with an

acceptable security level.

The proposed software is multi-user, and the security model can be continuously

changed. The information can be kept updated even in the most dynamic environments.

Behind each operation in the system, there is a robust access control mechanism �ltering

the information according to its rules. The rules schema is also compatible with dynamic

environments. Regarding information updates in a dynamic environment, manage data

and manage project access grants are generic, and do not require rule modi�cations;

the view access grant only requires changes when a new risk is added, because it is

risk-oriented and all internal risk modi�cations are transparent for the access control
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mechanism. Regarding the high turnover of professionals in organizations, new rules are

only needed when new professionals have been assigned to a security e�ort.

An important contribution of this research is the group discussions: there is no need

for scheduling meetings, optimizing the expected results. The users can interact with

each other about the concepts to validate information, improve the security model, and

manage security actions. Additionally, all discussions are kept in the system for future

analysis and also to act as documentation about procedures and ideas.

The proposed software is and relies only on open-source components, allowing the

organization to audit the whole system where their critical security information is stored.

Another important characteristic is the web-based approach, that makes the system very

portable in order to be used by the most diverse kinds of organizations.

It is possible to write articles collaboratively, with a tight access control mechanism.

This is useful in creating and maintaining security policies, specifying security

con�guration guidelines, and running brainstorming sessions about new safeguards or

hardening needs.

The available forum is a place for general security discussions, such as security

principles, attacking techniques and related countermeasures, and hardening practices.

The bene�ts for the organization are to improve the global security knowledge, stimulate

security studying, unite personnel, and spread the importance of security for the

organization's business.

There are many other collaborative features, such as a blog, when each user can write

their own articles and receive comments about them, and a poll system, to get statistics

on the users perceptions.
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Due to its high variety of functionalities, the system may be used as the organization's

main security repository. This repository can provide secure storage for IT security related

documents and an environment to support security workers' interactions.
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6 Conclusions

IT security risk management is a collaborative task, and its content is constantly

changing due to the dynamic IT environment. The process is improved if supported by a

specialized collaborative tool.

A software was developed, extending a widely-used CMS (Drupal), to securely support

a NIST-based IT security risk management process, in a continuous and collaborative

way, with a robust access control mechanism due to the sensitivity level of the involved

information. This tool enables an e�ective risk management in all stages of a SDLC

through a continuous collaboration among involved professionals. The proposed tool

meets the objectives of this research.

6.1 Contributions

The proposed tool provides a secure environment for group communication, in such a

way that conventional meetings can be avoided in many cases, and all discussions content

is kept documented for future analysis. Additionally, the IT risk management e�ort is

handled in a continuous way, with a robust access control mechanism compatible with the

most dynamic environments.
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This research has also identi�ed that there are bene�ts in adopting a CMS as a base

platform for a risk management support tool, because of:

� CMS features inheritance: A CMS has many features that can be inherited to

improve the system's features, such as group discussion, users interaction, and

collaborative artifacts development environment; and

� Tool development e�ciency: The development e�ort can be concentrated just on

activities related speci�cally to the security risk management process. Aspects such

as collaborative environment, user management, and presentation layer, are very

mature on a robust CMS, and can be inherited.

Additionally, the developed tool is and only relies on open-source components, making

it possible for the organization to audit the whole software that their con�dential security

data will be stored on. Due to the sensitive data manipulated by the proposed software,

security practices were also applied in the development, such as user inputs treatment to

di�cult exploitations.

The developed tool can also be used by other researches as a base system. For example,

it is possible for a security knowledge base survey to implement the developed concepts

over the proposed tool, achieving clearer results and improving the base system (the

proposed tool).

6.2 Recommendations for Future Works

The developed software, due to its software engineering modeling, can be easily

extended with change impacts control.
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Some recommendations for future work are:

� Match security incidents with risks, in order to validate the risks coverage and the

security solutions' e�ectivenes;

� Incident handling features with integration with applications such as OSSIM [91],

in a way that detected attacks could be automatically matched against the existent

risks. The result could be new risks undiscovered at that time, security solutions

change, or accuracy validation;

� Implementation of a robust knowledge base to help security professionals work

inferring vulnerabilities and safeguards. Available public vulnerability databases,

such as OSVDB [20], could also be used to infer vulnerabilities;

� Implementation of a knowledge base of best practices and standards. The idea is to

add support for governance and compliance practices;

� Integration with other security methods, such as threat tree models, in order to

structure even more the security analysis;

� Integration with security metrics to improve even more the risk analysis; and

� Use the proposed tool as a base system for other security-related researches.

Examples of possible research areas are collaborative models and ontology.
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Annex A - Sample Risk Assessment

Report Outline (Based on [3])

EXECUTIVE SUMMARY

I. Introduction

� Purpose

� Scope of the risk assessment

Describe the system components, elements, users, �eld site locations (if any), and any

other details about the system to be considered in the assessment.

II. Risk Assessment Approach

Briey describe the approach used to conduct the risk assessment, such as:

� The participants (e.g., risk assessment team members);

� The technique used to gather information (e.g., the use of tools, questionnaires);

and
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� The development and description of risk scale (e.g., a 3 x 3, 4 x 4 , or 5 x 5 risk-level

matrix).

III. System Characterization

Characterize the system, including hardware (e.g., server, router, switch), software

(e.g., application, operating system, protocol), system interfaces (e.g., communication

link), data, and users. Provide connectivity diagram or system input and output owchart

to delineate the scope of the risk assessment e�ort.

IV. Threat Statement

Compile and list the potential threat-sources and associated threats applicable to the

system assessed.

V. Risk Assessment Results

List the observations (vulnerability/threat pairs). Each observation must include:

� Observation number and brief description of observation (e.g., Observation 1: User

system passwords can be guessed or cracked);

� A discussion of the threat-source and vulnerability pair;

� Identi�cation of existing mitigating security controls;

� Likelihood discussion and evaluation (e.g., High, Medium, or Low likelihood);
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� Impact analysis discussion and evaluation (e.g., High, Medium, or Low impact);

� Risk rating based on the risk-level matrix (e.g., High, Medium, or Low risk level);

and

� Recommended controls or alternative options for reducing the risk.

VI. Summary

Total the number of observations. Summarize the observations, the associated risk

levels, the recommendations, and any comments in a table format to facilitate the

implementation of recommended controls during the risk mitigation process.
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Annex B - Sample Safeguard

Implementation Plan Summary

Table (Based on [3])
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(1) The risks (vulnerability/threat pairs) are output from the risk assessment process

(2) The associated risk level of each identi�ed risk (vulnerability/threat pair) is the

output from the risk assessment process

(3) Recommended controls are output from the risk assessment process

(4) Action priority is determined based on the risk levels and available resources (e.g.,

funds, people, technology)

(5) Planned controls selected from the recommended controls for implementation

(6) Resources required for implementing the selected planned controls

(7) List of team(s) and persons who will be responsible for implementing the new or

enhanced controls

(8) Start date and projected end date for implementing the new or enhanced controls

(9) Maintenance requirement for the new or enhanced controls after implementation
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Annex C - NIST Security Controls

To achieve an ease of use in a control selection and speci�cation process, control types

are classi�ed in classes and families. There are three classes: management, operational and

technical. Each of the seventeen families pertains to some class and has a two character

identi�er associated for identi�cation purposes. The security control types are associated

to some family and have a number identi�er. [21]

According to [21], the management controls class has the following families and security

control types:

� CA - Certi�cation, Accreditation, and Security Assessments

{ CA-1: Certi�cation, Accreditation, and Security Assessment Policies and

Procedures

{ CA-2: Security Assessments

{ CA-3: Information System Connections

{ CA-4: Security Certi�cation

{ CA-5: Plan of Action and Milestones

{ CA-6: Security Accreditation

{ CA-7: Continuous Monitoring
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� PL - Planning

{ PL-1: Security Planning Policy and Procedures

{ PL-2: System Security Plan

{ PL-3: System Security Plan Update

{ PL-4: Rules of Behavior

{ PL-5: Privacy Impact Assessment

{ PL-6: Security-Related Activity Planning

� RA - Risk Assessment

{ RA-1: Risk Assessment Policy and Procedures

{ RA-2: Security Categorization

{ RA-3: Risk Assessment

{ RA-4: Risk Assessment Update

{ RA-5: Vulnerability Scanning

� SA - System and Services Acquisition

{ SA-1: System and Services Acquisition Policy and Procedures

{ SA-2: Allocation of Resources

{ SA-3: Life Cycle Support

{ SA-4: Acquisitions

{ SA-5: Information System Documentation

{ SA-6: Software Usage Restrictions

{ SA-7: User Installed Software
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{ SA-8: Security Engineering Principles

{ SA-9: External Information System Services

{ SA-10: Developer Con�guration Management

{ SA-11: Developer Security Testing

The families and security control types related to operational controls class, according

to [21], are the following:

� AT - Awareness and Training

{ AT-1: Security Awareness and Training Policy and Procedures

{ AT-2: Security Awareness

{ AT-3: Security Training

{ AT-4: Security Training Records

{ AT-5: Contacts with Security Groups and Associations

� CM - Con�guration Management

{ CM-1: Con�guration Management Policy and Procedures

{ CM-2: Baseline Con�guration

{ CM-3: Con�guration Change Control

{ CM-4: Monitoring Con�guration Changes

{ CM-5: Access Restrictions for Change

{ CM-6: Con�guration Settings

{ CM-7: Least Functionality
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{ CM-8: Information System Component Inventory

� CP - Contingency Planning

{ CP-1: Contingency Planning Policy and Procedures

{ CP-2: Contingency Plan

{ CP-3: Contingency Training

{ CP-4: Contingency Plan Testing and Exercises

{ CP-5: Contingency Plan Update

{ CP-6: Alternate Storage Site

{ CP-7: Alternate Processing Site

{ CP-8: Telecommunications Services

{ CP-9: Information System Backup

{ CP-10: Information System Recovery and Reconstitution

� IR - Incident Response

{ IR-1: Incident Response Policy and Procedures

{ IR-2: Incident Response Training

{ IR-3: Incident Response Testing and Exercises

{ IR-4: Incident Handling

{ IR-5: Incident Monitoring

{ IR-6: Incident Reporting

{ IR-7: Incident Response Assistance

� MA - Maintenance
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{ MA-1: System Maintenance Policy and Procedures

{ MA-2: Controlled Maintenance

{ MA-3: Maintenance Tools

{ MA-4: Remote Maintenance

{ MA-5: Maintenance Personnel

{ MA-6: Timely Maintenance

� MP - Media Protection

{ MP-1: Media Protection Policy and Procedures

{ MP-2: Media Access

{ MP-3: Media Labeling

{ MP-4: Media Storage

{ MP-5: Media Transport

{ MP-6: Media Sanitization and Disposal

� PE - Physical and Environmental Protection

{ PE-1: Physical and Environmental Protection Policy and Procedures

{ PE-2: Physical Access Authorizations

{ PE-3: Physical Access Control

{ PE-4: Access Control for Transmission Medium

{ PE-5: Access Control for Display Medium

{ PE-6: Monitoring Physical Access

{ PE-7: Visitor Control
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{ PE-8: Access Records

{ PE-9: Power Equipment and Power Cabling

{ PE-10: Emergency Shuto�

{ PE-11: Emergency Power

{ PE-12: Emergency Lighting

{ PE-13: Fire Protection

{ PE-14: Temperature and Humidity Controls

{ PE-15: Water Damage Protection

{ PE-16: Delivery and Removal

{ PE-17: Alternate Work Site

{ PE-18: Location of Information System Components

{ PE-19: Information Leakage

� PS - Personnel Security

{ PS-1: Personnel Security Policy and Procedures

{ PS-2: Position Categorization

{ PS-3: Personnel Screening

{ PS-4: Personnel Termination

{ PS-5: Personnel Transfer

{ PS-6: Access Agreements

{ PS-7: Third-Party Personnel Security

{ PS-8: Personnel Sanctions
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� SI - System and Information Integrity

{ SI-1: System and Information Integrity Policy and Procedures

{ SI-2: Flaw Remediation

{ SI-3: Malicious Code Protection

{ SI-4: Information System Monitoring Tools and Techniques

{ SI-5: Security Alerts and Advisories

{ SI-6: Security Functionality Veri�cation

{ SI-7: Software and Information Integrity

{ SI-8: Spam Protection

{ SI-9: Information Input Restrictions

{ SI-10: Information Accuracy, Completeness, Validity, and Authenticity

{ SI-11: Error Handling

{ SI-12: Information Output Handling and Retention

The class of technical controls has the following families and control types according

to [21]:

� AC - Access Control

{ AC-1: Access Control Policy and Procedures

{ AC-2: Account Management

{ AC-3: Access Enforcement

{ AC-4: Information Flow Enforcement
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{ AC-5: Separation of Duties

{ AC-6: Least Privilege

{ AC-7: Unsuccessful Login Attempts

{ AC-8: System Use Noti�cation

{ AC-9: Previous Logon Noti�cation

{ AC-10: Concurrent Session Control

{ AC-11: Session Lock

{ AC-12: Session Termination

{ AC-13: Supervision and Review|Access Control

{ AC-14: Permitted Actions without Identi�cation or Authentication

{ AC-15: Automated Marking

{ AC-16: Automated Labeling

{ AC-17: Remote Access

{ AC-18: Wireless Access Restrictions

{ AC-19: Access Control for Portable and Mobile Devices

{ AC-20: Use of External Information Systems

� AU - Audit and Accountability

{ AU-1: Audit and Accountability Policy and Procedures

{ AU-2: Auditable Events

{ AU-3: Content of Audit Records

{ AU-4: Audit Storage Capacity
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{ AU-5: Response to Audit Processing Failures

{ AU-6: Audit Monitoring, Analysis, and Reporting

{ AU-7: Audit Reduction and Report Generation

{ AU-8: Time Stamps

{ AU-9: Protection of Audit Information

{ AU-10: Non-repudiation

{ AU-11: Audit Record Retention

� IA - Identi�cation and Authentication

{ IA-1: Identi�cation and Authentication Policy and Procedures

{ IA-2: User Identi�cation and Authentication

{ IA-3: Device Identi�cation and Authentication

{ IA-4: Identi�er Management

{ IA-5: Authenticator Management

{ IA-6: Authenticator Feedback

{ IA-7: Cryptographic Module Authentication

� SC - System and Communications Protection

{ SC-1: System and Communications Protection Policy and Procedures

{ SC-2: Application Partitioning

{ SC-3: Security Function Isolation

{ SC-4: Information Remnance

{ SC-5: Denial of Service Protection
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{ SC-6: Resource Priority

{ SC-7: Boundary Protection

{ SC-8: Transmission Integrity

{ SC-9: Transmission Con�dentiality

{ SC-10: Network Disconnect

{ SC-11: Trusted Path

{ SC-12: Cryptographic Key Establishment and Management

{ SC-13: Use of Cryptography

{ SC-14: Public Access Protections

{ SC-15: Collaborative Computing

{ SC-16: Transmission of Security Parameters

{ SC-17: Public Key Infrastructure Certi�cates

{ SC-18: Mobile Code

{ SC-19: Voice Over Internet Protocol

{ SC-20: Secure Name/Address Resolution Service (Authoritative Source)

{ SC-21: Secure Name/Address Resolution Service (Recursive or Caching

Resolver)

{ SC-22: Architecture and Provisioning for Name/Address Resolution Service

{ SC-23: Session Authenticity

More details about the NIST security controls (security control types) and their

classi�cation can be obtained in [21].
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